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Research on the traceability method of time stamp service to UTC (NIM)
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Abstract; The time and frequency primary standard UTC (NIM) is maintained by the National Institute of Metrology (NIM) in China,
and is traceable to the international time scale coordinated universal time (UTC). With the continuous development of information
technology, time stamp service is widely used in justice, health, finance, electronic commerce, intellectual property, etc. According to
the Chinese government’s demand for legal metrology in areas such as trade settlement and medical, the time provided by time stamp
authority (TSA) should be traced to UTC ( NIM) for domestic unification and international equivalence. This article proposes a
calibrator to remotely and locally evaluate the traceability of TSA to UTC (NIM). When local calibration is implemented on the LAN,
the uncertainties (k=2) of the time offsets between UTC (NIM) and TSA are generally less than 2 ms. The uncertainties (k=2) of the
time offsets between UTC (NIM) and TSA located in Beijing are generally less than 713 ms on the WAN environment, even if the
distance between the calibrator and TSA exceeds 1 000 km.

Keywords : time stamp; calibration; traceability

FIATHENE A2 00 L 5 B8 64 3z ik = 22 A,
Aol v B s B AT 15 4 8 A5 T ST B TR 4 A TR AL
PANP S wAy 9 i e UV S (3 <] N e L R e

0 5

il

BEE b BT TR S B R BT RIS ST
BG5BT K, I TR B 2R S PR B RO
RS AR SRR B b ks 1 AT A e TR A= 3 7
WA TR IR, B4 RO BBk B 2 s
FI LT, HL e T 5 SO i , AT B PR B vk

S H 9. 2023-08- 14 Received Date; 2023-08-14

BT 7RSSR BT AL T 5L
TH S 4 [ A i b Ao, I B) BRTE 2 24 vh RS 22 G
SR . b B 5 R E I R) RO 7 A B
[E] LA ( time stamp authority, TSA) , TSA YERFZEY
55 =T BRSNS 20 8 e BE e it 1 AR AE TR

w LT H | E K E S AR (2021YFF0600102) | 5t A RHE R (S RHA 324 201912881 5 ) 10 H % B



24

B 5 IR B UTCNIM) (031 7 T 177

TSA MVE & A 5ETT i IR, DA T 2 7 e 4l , 2R %
BARAE R B 0] 2 50 © 8 AF e, I [R) A 2l FH -
B AT A W, 5 R B 55 4% (time stamp server,
TSS) J&— N F 42 B [E] 8 R 45, i TSA & BEA R
g5 B TR 55 T AR R BOFE S UGIE 2R G 9 41
AR RFC31615 Hp R (4 B B B IR 45 , Al ] ke 7 4
Bt R 55, TSA fE S 2 B AR b B i ( public key
infrastructure, PKT) [ 55 224 B84, vz b A F Al ik,
BT Al AR BRI ATT R R A
Gy R B B AN SO ICHUEE G 56 4
LA

Fis ] 38 A 55 e 5 P9 B [ A IR 2B AT A 1, AT A B
V) 7 A2 YA 1 (A5 15 6198 22 7 s [0, 35K A Bsf ) L 179
SRR R 2 o EERURL L #ER % T H B A A
P R Jom 5 S )88, — i T A AN B A A A AT, JE IR RIE H
By FIRS 5 55— 7 T JOTE R R ) ] () o P AR e i, &
FE R 1S AN AT FURHAY 5 2R . 4T, X TSA &t 5 /Y
WAL (H LA BA AE e DU, X s [ s 22 7 ) 2
ARG B 1) P SR 25 1103 o 25 SR [l A i SE B 5 ] A Y
AN T2 LA TSA 75 FR (9 48 A B 0 ASHf E i, HL
FE TSA 4% 32 11 3 9 000 et A8 v 28 O F R AE R % P i
TSA P47 ELE , M 7E 58 3 9 45 VA W Wr 25 6k % 7 o
HITSA & H B Is R AN & TiE 58, B Aok Ui LA BiF
FEA AT I DR F o ) e AN R B R AT A i e TR

TimeStampReq:: = SEQUENCE {

u%%ﬁ version,
1 W7 SR () 2. BHTSQ :
[tiotor | | > Nonce,
certReq,
extensions }
RIEBI R RS 7%

messagelmprint,

BT R T, 5600 TSA 45 7 125 FI R B 5
VAN 7 LR AR e ] AR 5 1 TR
N FHB RIS, 1 TCAT R0 7 1A ARIE TSA $ 4k s () 28 i
S5 R VR M | 0 1k T 2 I W s () 8 R 55 %) s ) 9 0
% UTC(NIM) , PR H 3 [ s o) F8 IR 45 A BE 0 AN A | B i
T IE T HA R K E R, 5 R ke st 8] 8k 55 19 7 SR FA I
IEPNE =N

SR AR SO SR FH — B AR o 0 265 B ] i 55 25 1)
7R ff e TSA 3] UTC( NIM ) 19319514 1] 8, % H— &
A5 TSA 38 H H AT IR 35 HLE e ds , X b
ST TSA SEATIERERCUE , FEXTSE 56 FH Y TSA HEATA

Wk, PPAG TSA B[R] B 55 BE J1 , A A T HE 8l 1R K
Bz P o R R IR e e b e 2 b

Ko s ) B R 55 oK
1 HEZEZRSRE

A} 18] 2 1333 (time stamp protocol, TSP) H? FR 35 S I
ma 4% X FE RFC3161 H 2 a8 X, Hoa& L 77 &
RFC5652!" BYHsR . RFC3161 74 W Y i fa) B2 e v] oy
b =R SR, B RIER S R BRI 1 PR, 38 A
P& IR S5 2% 1) TSA AT BLEE 2 YRR R SCPF A7 05 A (A
IR ) T R A 20, O T % o AT AR P {H TSA
FEABAE R 0 1AL B R S

3RIXTSQ j L

£ 2 IR 45 2% HEAT A2 BR 102

JE ISR
@ 5 RILBZ P b

E-9al TSR/HTHEUC#F

A1
Fig. 1

% Uit WA A 5 (SM3 MDS5 | SHA-256 45 ) 7 i
JELHA SRS O A (L, RIS A (L RRUAS 22 AR B L
BEAS B B3 I Rl 8] 81 oK ( time-stamp request,
TSQ) , il 3348 SCAR AL Bt 1L (hyper text transfer protocol
HTTP) . fiij B MR 4% % BIp i3 ( simple mail transfer protocol ,
SMTP) ERE( socket ) |, SC 14 & & th 1 (file transfer

N RABSE B LR 55 28 Mol
TimeStampResp:: = SEQUENCE {
status,
timeStampToken } " %4_2, RIETSR

I [k 38 i 55 Jee 2t

Principle of time stamp service

protocol, FTP) 257520 % 26 45 TSA, TSA U3 TSQ J& , %
TSQ WA ZESEATIUE , TCIE 50k i B 2 L, TSA #5
0] & 7 g % 8] A ) 2 1 B ( time-stamp response, TSQ) ,

T NV B TE A AT 1A AR, Bl SR A5 R By I T
# PKIStatusInfo F-BEAEN 0 = 1, W TSR w17 tH BT ]
#4 f8 (time stamp token, TST), 75N TSR N 6L &



178 f# £ ¥

a5k

TST, TST & TSA XFWa 75 {H 8 2 S 40 25 4 I 8] 45 AT
B2 5 A R

TST/ B [E SO i TSA R P A7 . % 7 dif
i ELIAIE SR S 1] TSA $RAM I b S 1 1Y TST/
FIF [ 8 SC A A A

T TSA KA 8 TSQ A 2D BRAR L2 HTTP 17 H iz
G5t 2 i TR LG SO AR 3 TSA Rk, BEAT
A1 TSR RLAY I ) S, Jo s % 7 it iR ik
TSQ. HHTRTHI TSS M) [R] 25 5 3K 32 2 A7 [ 265 i [i]
P ( network time protocol, NTP) | J&# 471 FAMLY A
£ ( peripheral component interconnect express, PCle) 2
W, e ERF A T2 &R S (global navigation satellite
system, GNSS) U151 185 43 £ 4iE ( code division multiple
access, CDMA) A5 i i H 4 50 UE I 5] 8037 oK A7 2L
P A/ SR IS ] 38, P T () O R R i L R G
R B W AT H AR R Web AL B L H AR AR
AR ) AR A AL 7 25 T RE

2 HEERSHORETE

2.1 KESH

TSA XA AL I ] R 55, 1) % 7 s 4 4L 7 Pl 14
P fom 55 s T 28, 5[] 1A% 8B ) [e) £ 5L, 208 TSA $24th
A ) A 2 25 UTC ( NIM) | 7] ff 2% J2 A% 1 TSA 5 3
AMEENSH,
2.2 KEFIE

1T TSA B9 W FH IR 55 5 02 S B P (o 48 B0 A [ 38
JIR 55 1M1 18 57 14, TSA A B (1% s [ 385 2 & st (] > 5 e
TSS YeiE , W% P 3 & 3% TSQ Ay 1) £5 2 4 il A 5%
FERCUERL FR 26 P o o AT 1286 TSQ I I A AR G422 1
B REE TSS,

FE ST ] 17 K RN o 1 193 [, % 7 0 A TSA 4 77 4
5 A Z), QR 2 B, & P fER 2 T, O TSQ K&k 4G
TSA,TSA BT Z T, BF 08 TSQ FHalbAT##AT , A li—A>
{15 B W] T 1Y TSR, JF THE 2 T, 6 TSR Kk 4% 7
Uiy, FERT 20 T, W8 P 32U ¢y, 2y, 539000 3% TSQ il
TSR #1445 LS

7 T,

k- 92k

A

TSA

[4F3 I, Ts T 34

B2 AR S S e
Fig.2 Timing diagram of a TSP exchange
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Fig. 5 Time offset between calibrator and TSA ( Beijing)
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Table 1 Remote calibration results of TSA ( Beijing)
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Fig. 6 Time offset between calibrator and local TSA
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Table 2 Local calibration results of experimental TSA
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SR IR T, - T, BFE{E N 7. 98 ms
(GUfEEE T, F0 T, K202 ms BYMHE]) KT 3CHR[ 12]
R 1 ms, 248RIX 5 TSA {7 FH 6 R 4 0 45 12 4 A
X, PR R TSS RMEFKAS T, - T, WfA, AL REMR &
T, =T, =T, UL PR HER ATIE SR T, - T, BIA
FAY S TR i 22 AN B (X (1) i ) 6

6 % i

R TR]SE 7 A [ B B0 ) m o 1 32 e v | O )™ 1Y
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BRI ED S Ras o R AT S 544, TR SAL RS
B R RE TE AL, R AL AP A ] S IR ] 90 5 1 R
Fotitm A QKT LU kg ALt i |
A4 [ G2 4 5 I AR 25 I 0 R S BRI By BRA A
VA H R T B ARl O e, 7 I 1] 3R 15 5 ] 35t
R R PRI BTG B KNSR ETRE
BT B R Y R B O R AT Y R
i,

I (B R eSS 7R b N HTBOR RT3z, Hm)
{R I RIS 7 48 44 A 25 2, DRAIE 1 a4 2 1 52 He 1k
VA= il i 8] /Y ] S8 )M, e e T B8 2R L B P Y
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FLSEE S RN T A IA T, FF R i TR A R 55 1 8 52
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KRR e AA H PP A TSA (I 55 e 7, 43t T it
IR AR TS, WA R E UTC(NIM) |, 10 [6] fid
ELHN 5 ps,

FBAF LR B 5 1000 km, £ F 5% B % F
AR AL BRI TSA B TRIRUIR 55 R4 76 1 s LI, 1R
IRIERAER TSA $EHER 55 (19— 3823, 0 T 52 FH 19 2% 7 i
TCIEARAG IR0 f5 S I (B AR 55, 4 1 Jay 8T P T A
TSA (IR 55 RE T, TEaR SiE ) 38 6 e 2 A0 B 2, A RO A
TSA FARIVIIRSS BE ) (2 RV ERD e 40) (AL T 3R |-
Y2 P i O AR A AR PR A IR 55 o
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