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Traffic anomaly detection method based on fundamental point
classification by factor space background basis
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Power Company of Liaoning Electric Power Supply CO, Yingkou 115005, China)

Abstract; In order to solve the problems of feature selection dependent on experience and poor robustness caused by outliers in machine
learning traffic anomaly detection, a fundamental point classification method for traffic anomaly detection based on the “background
relation-background distribution-background basis” system by factor space theory is proposed. Firstly, the KNN outlier detection
algorithm is used to remove outliers in the data in the data preprocessing stage to reduce the influence of outliers on the subsequent
background basis extraction. Secondly, the mRMR algorithm is used to sort the data features and select the most influential features for
classification as category distinguishing features. Then, the background basis extraction algorithm is optimized based on the internal point
discriminant method, and the background basis of different types of data in the training data is extracted, and the unit cognition package
of each type is obtained. Finally, a fundamental point classification algorithm (FPCA) based on the unit cognitive packet is constructed
to achieve accurate two-class classification of abnormal traffic. The proposed method attains accuracy rate of 92.48% and F1-score of
92.18% in a two-class classification task on the NSL-KDD dataset, which detection performance superior to the same type machine
learning method. The test on CICIDS2017 scene data set further verifies the feasibility of the proposed method.
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BERLR T Q-learning 154 28 W 25 RH 25 5 10 60 H ) 4%
P 28 BRI S, AT A R0ORE 0 1 F, T A T 4 S
AT R FIUHA % B —Fh 36 T 1 M BHRRAE 3 58 1)
B AU 2 AR S 0 2 W 2 A ARSI O 3, o T
i1 RS T = N7 S s 1150 AL £ O 1 TR 3 | R £ =
T 28 IO 28 A IO Xof Ik F A AR IS 1) 3 A AN B4 ) ) R Al 4
THBEMERH, Hri, A S PT 4% (generative adversarial
network , GAN) """ FI ] 4% 5% (auto-encode, AE) Ffi £ {24
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Fig. 1 “Background relation-background distribution-

background basis” relationships
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Fig.2  Overall framework structure
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bR 2T B A R B e 20 TR S g il o I
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$9% 1. 1BBEA B3k

HIACFEARES Sample

Hith . ARG B_class

0: B_class = @ , 315048 Counter=0, 15 5 I3LANE0 Number=15
1: for item in Sample; #ili JIFEARE A HHIICE

2. if Counter < Number

FHEARTCE item FUA B_class

Counter+= 1

else:

T4 B_class UG o

AN AW

1 &
0= 72117/’17/ € B_class,j = 1,2,---, | B_class |
=

7. () = o’
Hrp a=o—item,B;=b;~item , j=1,2,--, | B_class|

8. if (a,B;) <0:
9. continue
10. else:

11; FAEATCE item A B_class

12, Counter+= 1

13. for B_item in B_class :

14. if isInnerPoint( B_item, B_class—B_item) ;
15. if B_item == P; or B_item == P]-’ .
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16: TR SR B_class:
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17 Counter—= 1

18 end for

19: end for
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IR TCER B_item )R T H BTG T S RES N
B AE, B B_item 5 B_class " IR AE , WA K B_item
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It Counter,
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T B_class VVJEFE B AT 1766, A FEAR

Sample 615 n NHRZE, H B_class BIEEB0E R m, W B_

class F4 2 I H—A> mxn BYFEFFIE AL RO HE R 4514 it
UG AT B SR T SR 2% i S R R Y
ESEISVAR

b, by, In
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EXT BWHEAB, # 0 ,H e NN S
B=UB RSB i £4&, i=1.2.cb B
[B],=1{bjliecj=1,2,-,n} ,HPn=l[B] I K
[B], W5 i 75k,

EXL 8 WBN e NMERHBE I, [B], G
M RdE, b, e [B], ,IEEA = (A A, ,4,) A, >0,
i=1,2,c i,

(B,].=A®[B],={AB, | j=1,2,,1[B]. I}

i

(2)

1

MR B, =U [B,], g A= FH2E,

ML= MAER A - 55 B, Bl =& B
R B4/

BA e [0,1) B, 5B HENXE R(B)LH
B, BUEMXI R(B,) ,AMI R(B,) C R(B) ;

MA= 1 HREERR(B,) =R(B) ;

A e (1,0) W, R(B,) DR(B) ,

ZE I X IR R SR

R(B,) CR(B),A € [0,1)

R(B,)=R(B),A =1 (3)

R(B,) DR(B),A e (1,)

FEXLY9 WO RNE I REFE[B], WEL, Hrp
m=l[B],1,jemb; e [B], WMbi=0-A(0-b,),

ZE b RSCHR Y FPCA Bk, HARRE R IR,

HEE 2. FPCA Bk

N DRERE Test, Z8UNE A = (A, Ay,,A,),0 = 1,2,
e, A > 0,85 FEES B

iR GG predict

0: predict = 9,B, =0

1: for x in Test; # MR E Gy cE

2. for B_class in B; # B_class = IBBEA( Train_data)

3 B, = IBBEA(B_class)

4; VHE B, LT o

1 k
o= 721)/.,1)/ € B,
j=1

5 var= A.index( B; )

6. for B_item inB; :

7. B_item = o — var X (o — B_item) #4: i A-1F Hu 3k
8 B, . append(B_item)

9: end for

10; W (a,8) =08 , Hh a=0-v,b,=b-x,j=1,2, 1B,
11, if (a,;) <0:

12, predict. append ( new_category )

13. else:
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14. if isInnerPoint(x, B, ) :

15. predict. append ( x. class)
16. B_class. append(x)

17. end for

18: end for

FPCA BT IBBEA SEAAE U (928 )35 SRR 4R
G EHR AT 28 TR R AR A T

i A G B FAL BR A B Test , S 44w
A ZPEINNTREES B,

SH I AERAL predict “Fas 88 FAE T 25 51 |
WGtk B, AL TAER A - 5k

PR 1) FE R D AR Test YRR ICER x

IR 2) X T RATCER «, #F— 200 Iy 2 2 )75 5 Ak
H4 B PR BT 5 B_class, B_class 1 IBBEA
ST YN SR B I A 75 SRR A B

R 3) ITHHR 16) B st n 25, Bk ]
IBBEA B3 60 8 1S I 1 8 s S e A7 0, 15 31 @« 28509
=B,

BR4) TR B, WU 0 o, TP A o R TS SEIE
HTA LR A BT TR E]

HBRS) BN SE i A B, 5k A I R
EE var,

LB 6) ~9) i1 B, YR TTR B_item ARG E L
9 g AR B A -5 SR JFEINE] B, A5,

HHR10) ~16) THRYHIFEATTR « 435 5 LA ol
o FLHAN S HEITHE b Z IR RS ICAE (a, B) , IFHIWT
(a, B) BEREE/NT 0,472, WHA N Y HTEE » NHE
TNEAE W 2 I M B predict BG4 7 W), 38 o 9
islnnerPoint () FRECHINT x BB T B, HTREESHN
i, A, WHACK » JB T 410 B_class 15 55385 B H 2%
FIASIME] predict B4 1, 30K « WINE] B_class 1, 165
BR 3 i fifi | IBBEA BB B T R 5 1Y B_class 15
e

R 1T) ~18) ZE RGN, I3 [ AL #4571y T 0l 45
predict ,

WM EERNEN AR RN p HESA L, Y
FEAB AT p* 5 M BB G R AR
TERTF N A p iF it N p* 0T LLZ WG AN B Ja) & 4R
JEH O(MXNxp*) =0(M) . HIt, FPCA Hyk AR
FEAR R I A B AL

3 XBESH
AR SCMR S LG T Windows 10 #/E R St 528 hi 44

i & : Intel (R) Core(TM) i7-6500U CPU @ 2.50 GHz,
16 GB RAM ; 4 f2i# 5 : Python3. 8,

3.1 RIEEIEE

1) NSL-KDD %44k

NSL-KDD #4842 % KDDCUP99 %4 4k #4714k
Ja B RSAS, SR T B 45 rh R A TR IE Sk, B
YIAECE AR o3 A R A 20 A AR T T 8E i
TEFSEIRACR 78 LU [F) A AR AR I 5 3k s DAl 45
XoF L A At B T SRy A, Tz I T A e S A U 46
B, #0455 45 KDDTest +, KDDTest-21 , KDDTrain + Al
KDDTrain+ _20Percent 4 4~ 3 4, H 1 KDDTest-21 A
KDDTrain+_20Percent 4& KDDTrain+#1 KDDTest+1 T4 .
RN B FEA A D 5%, B 41 DMRFIE 1
DHMARZER 1 A8, S # v % FH NSL-KDD %%
P4 v (1 KDDTrain + 1€ 3 VIl 2 %0 8% 45, KDDTrain + _
20Percent 1E A IEHCHE £ , KDDTest +1F >4 X 50 s 4 |
S0 Tl A A A I B A A R AN R 1 TR

%1 NSL-KDD ##5&
Table 1 Dataset of NSL-KDD

e i) YL/ 5 IUFSE/ 4 MRS/ 2%

IEH i 67 343 13 449 9711

Yok i 58 630 11 743 12 833
2) CICIDS2017 Bnte

WE RN S INE R M2 2017 4E7E
FUSABRISCAE 1 R N Z K A5 B A B 0 MR
B WL, e B 1 S SN (B T R
B 2~ B 5 WO T BAE A BCE EE , B AR
Soit HZFE 0 N 28 55008 FH T 070 3R AT A=A 22 428 10
AlEEYE, BdEAE TR BB E 8 A, 3k 3 119 345 SAE
A BAFEAR T8 MFIE . P RAHEAM S 1| MEFRSE
F1 14 DECEARZS A8 SCR A ol 58 50 43 1 F Bl
(RS JRA ) DR S IR A , HAE /A ke 2 o

%2 CICIDS2017 iB&
Table 2 Dataset of CICIDS2017

251 ik FEAR 2%
TE R BENIGN 529 918
Dos Hulk 231 073
PortScan 158 930
DDoS 128 027
DoS GoldenEye 10 293
FTP-Patator 7938
SSH-Patator 5 897
A DoS Slowloris 5 796
DoS Slowhttptest 5499
Bot 1 966
Web Attack-Brute Force 1507
Web Attack-XSS 652
Infiltration 36
Web Attack-SQL Injection 21
Heartbleed 11
it - 1 087 564
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3.2 KETEIER

AR A AR AN 1 Xof BT P03 1 S AR OGS L i AT AR
R0 22 G2 B ARSI BE 3BT, T R (accuracy, Ace) (A
R (Recall) FEHER (Precision) F1-score FINF-Y 48 %R 25
(mean absolute error, MAE) 5548 b5 07 i #6100 ¥4 §E | #H ¢
BHEARYE S8 R 3 2R VB AR ) — i, X
SEPPANFE B (4 (B8R AR 3R S G DU AR B G, B3 2%
M

TP + TN
Acc = (4)
TP + TN ++ FP + FN
o TP
Precision = ——— (5)
TP + FP
TP
Recall = (6)
TP + FN
Fl - score = 2 X Recall x PreCL.SL.OTL 7
Recall + Precision
1 N ~
MAE =3 1y, =, (8)
i=1

Hrft TP (true positive ) 1838 1 FE A< g 1E Bz U
NIEFREARBIREA KL FP (false positive) U5 HHEA T
B S RAG I Ry 1E FREAS Y REAN S TN (true negative ) 183
S AR T TE A T R S R A O RE A KL FN (false
positive ) 1R IF B HEAS gl B DGR A T A S5 FEAS B RE AR
By, SRR, v, B,

3.3 KWERSH

1) LIS HOE

KNN B R i B 2 2 B i 4 s 4 rh o 5
FEB I3 1 2 FBORR , ARAT — A% B e /NS g Joi
SR, R FH 3k P v B 1) S e S T 0 A RORS 1
T RS A BN 25 A 0 B e A v DR B A
AL AR SRR RS B, AR O Sk RN
— AR R A S AN SRl A S R e A
R e AR DN 1 RE A 52, e BRLAE k= 15 P B S
o0 P PR BB AR A, RS0 R e B & B R 15, LBk B
RUTTS BB AR /N LN 3 iR,

x3 EREBHANENEEBEMRERIEEXTT
Table 3 Comparison of normal and abnormal data

volumebefore and after removal of outliers

2k FBRTI/ & ENEVE -3
IEH 67 343 63 770
SEE B 58 630 56 358

T T3 AR 2 50 43 S RE S 4k, DL SR
1k ( Bayesian optimization , BO) Ak ER W E D BT
HEEP L SO R 1Y IR R AR £ 45 T 2 A AR

I, ARSI BO Bk xR S B AT AL AL I 8 | T4k A
DLAIS B G, M0 B X A 0 45 SR R AT 1k e
ik, SR BARE RANE 4 FR

R4 ZIHBY
Table 4 Experimental parameter

S8 SR HRE
B T 1.17

n WG I s 15
AE K T U B S 1.25

S L T R 1.57

K3 45 T 1ESR 4 BOE SRR T A FRIIZROCT
BRARL- By A f 15 2% . DAL 3 ] R 11 25 2 ) it 4 e A
TGO MAE B2, BEAE I 2R 3 , MAE R
T R e LR SO TR E |, VTR AT LAE 25 5
145 B b S R BSOSO R ey R R i AR Y

06 i
—o— I
05 —a— JUiRE
—— FPCA
04 F
S
S 03t
02 F
01 F
0 1 1 1 1 1 1 1 1 1 J
10 20 30 40 50 60 70 80 90 100
VR H

K3 AFEIVIGRREC T B P B IR 22 X

Fig.3 Comparison of MAE with different training times

2) KNN (25 F i) 5 46

g 85I B AR A5G 7R SC T v P B A s ) S0 g %
Vb AR S i 4 7 B A P KNIN 25 TR o G T 2B v e o s
SR B B RV FH A 2 5 B R A A e 4 A A 1
L 2E S R U I R AR B X R AR SO VR R
R A AR A =, 25 SR Al 4 Fios

MNP 4 FRT T (P KNN85 30 AR I 92 i, AN S
T30 S B RS I ) 5 TOUHE A AR AT AR KR R, o R
PR T 7.81% KGR EEE T 5.78%, B R EEE T
6. 41% , ZEEHERE Fl-score 1215 T 6. 1% , Vi W F: B B e 5,
XA Sy A W E B AR, T S 1 R AR R
RZ ARG AN B B 3], 1 A A5 28 51 B 7 A
VL, BT A AE 02 1R T AR AE PR 21 {1 O
BT R A IR B ARSI T LA S Bk 54 4 X
S 7 1 R N ) S DD B R T R
{EAE T S AR G A 5 4 A
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Fig. 4 Comparison of detection performance

before and after removal of outliers

3) YRS

SR EAR ST I B T R R BT R O IR N R R
T LR G X A, G T EG o i R A R B A F -
score TRBRAS ARG T, ATEAG H 2 75 AR A5 76 K [F) B0 dE 46
AR E M RE R, AN A 4 B Ll B
T, 00 PR AR U A U AT ], A 3 AN IR A S (A
BAELE o BN 25 % A HERE AR 5 50% 4%
ERCHE A A DA B A 4 e o B0 B i 4, A4
T AR B 1 0 S B LT T i o R S A e S X
BTSSR S RSN 5 PR,

x5 AERALLGIRNKEIESE

Table 5 Test datasets with different calibration ratios

—— e LA
25% 50% 100%
Normal 16 836 33 612 67 343
Abnormal 14 657 29 315 58 630
Normal Background group 163 347 697
Abnormal Background group 101 193 416

(& 5 SR T AN [] R ASE 0 A2 1% 0 fig %o L, mT A
WL 3] B A I AR S P 18 20 1 R, JE T o T S
SR LT S AR B T A B YT, B AEER
R AEWR A PR Fl-score I YIHERIFRRE, X2H
T SRR I 43 SRT T 8 i e R O e Y R R
TEHATER AR B — R BB S H A 5
FEX BT BB S EAT IR R B R A B R A E A
TR, AT R YR R AR IR s uE o A N
Z 5T SRRSO TR R 7500, G S o vk vh 2
HIH SRR IR 2, Ul W H 34 R AR IR AL R 4
A T VUDKE B B i A S A AR O
P, 22 2] H AR A RRIE RN | 5836 7 R e 5 25 28 B 1Y
VERCHLIN , BE A £ i p 3, 5 s A M it — 2

RN T SE 5 | X S 3L e A U BE B T AR AR E
L8 LT AR SOOI A A TR AR 1 I 3 R0 4 1 22 B
R RIE P, FEM IR TR T A R

100 - I 25% Corrected Dataset
[_150% Corrected Dataset
[1100% Corrected Dataset

95 - ]

Average Performance/%

Acc Precision Recall Fl-score

K5 AN [RIALAEI i SR A P RE X L
Fig.5 Comparison of different test datasets

detection performance

4) 5 MBS IR T

A A SO VAE L 5 e T Y R,
HATACHE SCRA I T v 3 B2 LR 3T Iy ikt
Fres g m R REXT L, 3 AL 7 > I ik ol Je 2 2 ik
FIHL( multilayer perceptron, MLP) | 37 3 [w] 1 ML AN FEAL 2%
FK(random forest, RF) ,SLIGZE R IR 6 iR,

& 6 NSL-KDD ##E& Exitb 458
Table 6 Results of comparison on the NSL-KDD dataset

(%)
ik HEHh R iR PENEIE F1-score
MLP 91.45 91.38 90. 55 90. 96
SVM 91.36 90. 35 90. 93 90. 64
RF 92.53 91.89 91.26 91.57
AT 92.48 92. 74 91.63 92.18

5% 6 FRRTHT S SO T 0 S8 U e ARG DA o
B AN Fl-score 27715 F HoAth 3 RGN 5 1, S 24148 hn
1.53% .0. 72% 1 1. 12% , Ui B T 44 J7 325 78 52 8 K6 0 v ]
DU S0k 1 I R 0 R S S O S AR
BRIRE A LR A R PERE, 5 MLP Hl SVM A LL,
ST 7k AE T R 5 T DRS84S 4R 1. 03% Al
1. 12% AL RF fifb—2 (B4 92% , 2B iR 4
IRTT I A SO v 1 e e B Ak B B 2 R A% B
T o A S BRI T B8 A M R SRR A T B R AR
Xof 5 S BEPR IR R 7 A 1 G TS ) 5 R a4 0 U o
Z 5 R RFHIEZ B A A RiAT 2 M B B 201
SeEE T O I R RN A I LA v TR Y 2
SRAAVE, T RO IE 5 5 55 REAR A% O X, 25
AR RSO A T A SR 2 2] A — R B
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fE_ T, R S D AR AR R 4R 17 B D, 25
AR PERES RN EE T,

5) Al AT PESRHIE

KT BAEAR SO R ATEE 4 CICIDS2017 #5445
TR 1R IE R RO S R 2 ~ B S A Tk B 4 e
30 7 LR MR TN 2R 4R | I 5 Bl W TR B 2 2 55
T IS, S B 5 NSL-KDD 0HE 4 — 5, 52 45
Bz 7 R,

%7 CICIDS2017 $i#E5 F XL 45 R
Table 7 Results of comparisonon the CICIDS2017 Dataset

(%)
Ik WERf R i Pl F1-score
AE 84.19 83.84 84.28 84. 06
DSEBM 82. 83 82.21 82. 87 82.54
DAGMM 83.15 83. 04 83.76 83.39
ARIHHE  87.64 87.16 88. 49 87.82

I8 7 HRT T A SO B B HER R R 87. 64% K
N 87.16% , B M1y 88.49% , Fl-score 53 87. 82%,
A UVEREFR FRAROL T HAACRL 2 A T B 5 12
T 3 7 57 B B2 IBOK B2 0% 288 ) it it PR 3R AR AR 22 ] ) O
AR FO B A B R E T2 ) RT3
FRAE 22 [ 5 FR AT U 2 5 i G, AT LA A4 v A Y
FYRAERE T, AR 0T S o 9 TR0 B8 0 75 31 R R 42
o LR ERTIR BT HE U7 R AR LS 00 245 PR A5 v SR T LA
PRIFRS R BRI 38, 3 — AL B0 Uk 1 AR S B 1y v i AT
171k,

6) 55 IUAT it et e A A AL X L

R BAEA S5 15 A U S ARG I TR PR PR R
AR HAT RO 4 T 4 07 i 5 3 A R T e R
FAYE NSL-KDD #1 CICIDS2017 M4~% s 4 b yEf75056
oA R HL SR AN 3R 8 FTa .

*8 ENERERERNEEIILLER
Table 8 Results of comparison with existing

traffic anomaly detection models (%)

Tiik peES i eSS E TS

F1-score

- NSL-KDD  91.74 91.62 91.86 91.54
SCHk[21]
CICIDS2017  86.33  87.11  86.47 86.79
NSL-KDD  91.22 91.75 91.18 91. 46
SCHR[22] ;
CICIDS2017  87.74  87.39  87.26 87.32
_ NSL-KDD  91.39  92.57 91.63 92.09
k[ 23]
CICIDS2017  86.73  86.21  86.54 86.37
. NSL-KDD ~ 92.48 92.74 91.63 92. 18
AT CICIDS2017  87.64  87.16  88.49 87.82

MFE 8 T b 45 S a] 0, 7E NSL-KDD %4 b, A&
SCHTHELL 92. 48% BITERRR 92, T4% A5 B8 A1 92. 18%

M) Fl-score 40 J¢ Ho Ath #55 AY ) & 88 & G vk 6B, 7E
CICIDS2017 5t s I, S48 o 2R ARG i R Ak fe v, (L
ARICHLL 88. 49% W) H [l 87. 82% Y F1-score 323
B, SCHR[ 21 ] I sh o 11 0/ N D AR $8 17 AR X6 I 2%
T B AT /NI A3 R AL, R BA A I A T A RRAE
A B XIS R R 5 4 EL A A v ) G T B R R 4 32
fRfe Ty A0 F I 2% B = B S8 ARk, T3
TEHE s LT PERE A BT 8N, SRR W T Fl-score, 3C
k[ 227 DAEE R 2 BN Ih [ I B R 461 2k pR B ) S A 9
SRS H A R R TGRS bR A R FL AT i R g, (H
R 55 TE AR 22 S A/ INI S AT A TR N AE,
T30 R R R A O, R T R R 25 R S
Hk[ 23] ] CNN A FRE 3R BOT45 45 TSODE #E T RHE
VEFE, XA 7 I TR () 2 R ROR  (H B TS E0A
PRIXE LA K AT BB S 4004 ), 5 SOCH 7 B 38 8 b
RERAL, M2 T AR SOy ikl 2 bR B A 22 )
PR ARAE ] (14 06 2, A SR T I s i 1 53, A
TE R T A 300 7 F LA A1, #F NSL-KDD A1 CICIDS2017
WIS B4 45 I Floscore 35 3] T fiw 1 19 92. 18% #
87. 82% , Fu /I IZ Jr Ik 1A sk, BB AU = I 5
HRIIIPERE

4 & ®

N AR AT S ARG I O v R A Y TR 2 —
Sl 51 e B ME N o (R B S R
2R [A) P N T3 O o e o A 00 37 55, P4 O R AE R B
Uit TP A B AR AU R DR B RRAE ) B 5 R AT A
FEAMAEHATAE T R 3R 15 U 2 01 9 QIR L, 42 B
HH AT AR [R) 28 031 0t i 5000 1 7 S, P A% 2 il it
B 4 B, I8 AT D 2 2 28R U
WO K Al R 52 R S W R I, NSL-KDD Al
CICIDS2017 ¥uffi e -5 45 SRR M, 4 7 v T LA 2%
ek e i i U RE ), HZi B fabn s T A R 2 2
Tk s HAMALAR 2 2 D R I 45 R, H S A R
ASKIH 7 5 Ik 1] 52 2% B 75 5K Tl T A A D B B
FEARAS /2 B TR, A5 7R 0k /8 288 e ol il TR A o A
S FEO DB A MR BCR AR m L, T 2 TR
Xf P4 O s itk — 2B A A Ak gt ol H AR — 26 5 2% 1) i ]
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