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Traffic anomaly detection method based on feature coupling generalization
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Abstract: Considering the problem that the sparse features in the existing traffic anomaly detection models are easily ignored by the
feature selection algorithms, a traffic anomaly detection method based on feature coupling generalization (FCG) was proposed. First, the
DBSCAN density clustering algorithm was used to remove outliers in the data to reduce the impact of the anomalies on the subsequent
FCG algorithm. Second, the minimal-redundancy-maximal-relevance ( mRMR) algorithm was used to sort the data features, and the
most influential features for classification were selected to generate the class-distinguishing features (CDF) in the FCG algorithm, in
order to enhance the classification ability. The K-nearest neighbors (KNN) algorithm was used to fill in the missing values in CDF to
maintain data integrity. Then, the data were grouped according to attack categories, and the features were sorted using the mRMR
algorithm respectively, and the sparse features with instance-distinguishing ability in the data of each attack category were selected as the
example-distinguishing feature (EDF) in the FCG algorithm. The degree of coupling between the two features in the anomaly detection
data and the upper concept of EDF were used to transform EDF into more generalized features. Finally, the processed data were fed into
the random forest (RF) model based on Bayesian optimization (BO) parameters for classification and identification. Through simulation
experiments on the NSL-KDD dataset, the accuracy reached 91.79%, which verifies the proposed method has a good detection
performance.
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Traffic anomaly detection method framework based on FCG
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11 num_failed_logins — VR B SR SR L R B

12 logged_in ST AR 5

13 num_compromised Compromised 2% H 8L A IR EL
14 root_shell JETSARAHB R P AR

15 su_attempted BT B su_root” AT A

16 num_root — W root FH P HHRAEREL
17 num_file_creations — R, SO R B R
18 num_shells — K ] shell A4 BIUREL
19 num_access_files —UGERE U IR ) SO R B

20 num_outbound_cmds  —{REHEH, ftp 2 sl A A BB

21 is_hot_login BRI R FIE R %R
22 is_guest_login JET S guest B

23 count EA IR B bR ENLAY 5L
24 srv_count B M R R 55 12 424
’s N AT B bR EALHH B SYN
- DRI E 4RI
26 srv_serror_rate PR H3R SYN
- ORI 4L

HAHFE s EHLHE I RE)
TR IIE RN EH 4 H
EA MR RS 18 RE)
EERIIERE N E A L
FA AR B bR =LA TR
e 55 09 7% B 09 E A L
A A B AR EHLA R RS
YRR I 43 L
FA MRS AT Hx
EVLREREE 5t

27 rerror_rate

28 Srv_rerror_rate

29 same_srv_rate

30 diff_srv_rate

31 srv_diff_host_rate

F4 BETENMMNERESITHFE
Table 4 Host-based network traffic

statistics characterization

s FRIE2Z R ik
32 dst_host_count JEER
33 dst_host_srv_count ELA R R S5 1934 Bk
34 dst_host_same_srv_rate FLATAH IR IR 55 3% 3 5 4 L

35 dst_host_diff_srv_rate HA R MRS R 5 E o

36  dst_host_same_src_port_rate FATHIRBRS HH9
- T PP S EH AT L
. FLATHH R 55 A TR]
37  dst_host_srv_diff_host_rate FHLEE T 5 T A
38 dst_host_serror_rate B SYN RrUR0 £
- - Jr S E A
39 dst_host_srv_serror_rate FATRRRSS 9 SYN
- - R E A
40 dst_host_rerror_rate 5 REJ RrURA9IEH
- - Jr i E A
41 dst_host_srv_rerror_rate FATAIRR s 5
- REJ #5245 A 43 1

%5 NSL-KDD LE#HEER
Table 5 NSL-KDD experimental data information

FEAZE S WIZREA %% IHAFEAS /55
Normal 67 343 9711
Dos 45 927 7 458
Probe 11 656 2421
R2L 995 2 754
U2R 52 200

TEEANEHRE S, num_outhound_cmds FHfE FI{EH N
0,is_hot_login FHEEREANEHEE T HA 1 DEEARRE S
1,0 0, EHEMBR ., B HFE1E protocol _type | service Fl
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flag F& AL M BUERVURIE, L) protocol _type 4 il , 1% 451 £
& 3 ANMAFEUE . TCP \UDP Al ICMP, 443X 3 FhHUE H
BUEFoR B 1 IR TCP,2 /R UDP DL 3 7R ICMP,
3.2 IR ITE SRR
it S RN YR W S Z2 AT R B FR bR, O T
fh TSI A RO, SR e 4 Fh 32 B IEAG R AR AR
TG R A B AR 23 R MERS R (Accuracy ) K
2% ( Precision ) . 43 11 ( Recall ) #1198 F1SE2) F1 408,
XELFEFR IR LAE T Accuracy #i , FRRE ) A
REMLT ; Precision BEf% i £ It & S i A DN A5 28 00 e s
FIRE ST, Recall A5 RUAG I fff A X o A BE /7, Precision il
Recall 8 5, W) & 7R 52 9% 09 15 40 388K F1 40 302
Precision Fl1 Recall B ¥ IS {E, F1 280k, UL &
1A Precision I Recall 22 [H) HUAH i) - 67 R 47, 50 7 bR
FaGE o
TP + TN
TP + TN + FP + FN
TP

TP + FP

TP
TP + FN

Precision X Recall

Accuracy =

Precision =

(8)
Recall =

F1=2x

Precision + Recall

TEIX BEFEAR Y 1, TP (true positive ) 2784 IE R A
SN IER IECE TN true negative ) TR R W AR
KN R, FP(false positive ) SEREGSEREA S
NIEH BB FN (false negative ) & 48 K 1E # FEAS 732
S AR
3.3 EWERSHW

1) LB

RSB 2% SRR B2 2] h R B CE N, I
BRIP4 2 00T DA 3 S A R () M g L I
JEFNZALRETT

(1) DBSCAN Z%k

DBSCAN J&— 7 ] T SR 2 1) 4 J8E 8 3l 30k, ANl 22
HiSedEE BAHUE . DBSCAN kA P EE BB
B E eps il MinPts, eps & LT —PHEAS s Y AR B
Bl B — R Y & —4BIk, — DREA S & —4R B
LB /NT 5T e MTAREAR S, ¢ WIEFESE
Mo B e A RARUER . MinPts & LT —MEAR SR & -48
N e DB DA AR S A BRI AR AS L A O
Mo N TSEIHAF ) DBSCAN Bk S8, % B AR S5
HAEWREDN ] SC PG S EUNIE S, SC s,
UL ZHH & RO A

SC = _b-a (9)

max(a,b)

Hob a 7R 5 R TR N A A5 )P S BE S L b KR
SEGEARFEN 1 R0 BB ET 435 eps B X [H]
BWE A0, 4], KN 0.2, MinPts BUE X 8] % &
1E[40, 500 0K K 1, @ WA SHEH A T sC
{H,EPFESEA G eps=1.8 5 MinPts =45, £ B N
ZEBRAT A AR AR BRIk 6 i

x6 AREEANBHEHKN
Table 6 Size of the different categories of data

FEARZE 5 BIRE R R BRI 5% BIRER R/ %
Normal 67 343 65 626
Dos 45927 44 728
Probe 11 656 11 346
R2L 995 995
U2R 52 52

(2)KNN 251

KNN 5k O S50 kA8, R 1E7E4T B g
7 BB SR A R AR, PERRE Y & (E R TR AR
AR R P B 0 AT LA 3 ot 5 S T 1) 7 R W R B
FER kB, ASSCREH 5 758 I IEAE X E] 2, 20] 3
Pt & B, AU F1 2800 9 Ml B 48 A, ol 0 52 50 56
UE, RKBUAE k=3 WY F12r 8 e, PRI 7 52 56 v gt
k=3,

(3)RF &%

RF 7328 &% PRV 252 WA A 7 2R PERE Y S50,
TR R BAR T LSRG E NS5 M1
HABCRAAR AT A 012 R S bl s 4 30— D A3OR L
HFSEE G AERZ I 2 b, BO S AE AR
A JBAT R TR LA RO A ) R 3 SRR A 45y T AT AR
#, R, AU BO SN RF 4326 8 25U & #1147
oAl , ORI AL S R ANZE 7 s

x7 RFS#ILE
Table 7 RF parameter settings

24 SRR ZHE
n_estimators FRAR R 0S5 105
max_depth ) A e R VR B 12
max_features 9 SR SRR R 0.8
min_samples_split 7 /MR R 8

2) TH RS

(1) DBSCAN 5256

ST I 2% 5 B R SN T D YA PR R Y S ), AR SC
W AT S S, S0 3 A X E AR BT 4R O i oh il
DBSCAN BB s Rl 5875 25 B g B U B 4 S5 00
KRR RS BRI AR E 25 R UL B
TE ASUR I B0 RE 2 TH T 2 J7 V6 10 U o 5 R DU 1 g, &5
HANE 2 s, {8 DBSCAN BB s R I 44 e 2 [ ke al
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Fig.2 Performance comparison before

and after removing outliers
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A B2 5 TR FH B, DRI g B SR T AR A
FCG Bk Z I 5E I .

(2) CDF 525

R T SR T RO AR h 2 A IR R AR AR iU CDF
sl e A0 A I R R i e o oS
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Fig.3 Performance comparison of different sequences

MZES 55UE CDF fydERe, o 3 & T W4 L Se g,
551X e SEES i B TR X 43 6 T I AR AIE AR B
CDF, JF R I AREIA SEAF AR SR AR I FE A TR ) CDF {8, 3
I I S, IR BRI (B LT vE A R R A B
CDF 5 IABHE— AT RF BEEIEFT 40285086 46
2 ANKE EL S5 )R AR 5 28 5] X BE T A R IE A AR
CDF HR[R] Z AbAE T J5 35 4 FH KINN B30 ER M A B 2R
{HAVFEA Y CDF {8, [FIAE #4525 BT CDF 5 I e R AE
— T RF BRI T 40 285056 38 A X — X L S5
BOUF KNN Bkpym it 45503 8 fras, higzhss
ST B AE B CDF REAE B4 M X 43 508 v i) 1E H 4K
PR S H R, RN A CDF Byad i, flvs T
FE TR0 AL T B 2 = B RY (R4 05, 78 T 7 B B i A
U1 0T, LA % > SRk 3 58 42 )Y CDF fA,
XFLESEE 1 2 B SR (A B H R v U4 =5 CDF 9 4328
PERE, XS 2 RV, SIEGR SR R AR L,
FIFHBLES 2 > S0 0 A7 i 2 A 70 ] DA BRUAS B 4 1 4
Feo AR CDF Bl sy, X 1E 5 508 A S 5008 1
RE TR | B 5@ 5 EDF (93 90435 8 AR 4 o S
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HIVER R
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Table 8 Results of binary classification detection

s Accuracy  Precision Recall F1-score

RF 0.8513 0.8621 0.8496 0.8558
RF+CDF+MODE  0.8979  0.9054  0.860 4 0.8829
RF+CDF+KNN 0.9356 0.9402 0.9570 0.949 5

(3)FCG 74 fili 556

AR FCG 3k EDF W, B e TR e A
FEGNIXArRE ) (A FI [ SRR e, 25 5 o R IE S B
TR 22 W B R AE 0 AT S5 P R, R, R e
EDF B 5[] T BUIR &6 HA7 52461 X 43 g ) B9 B AR AT
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i A R EDF 5 CDF Z [M) 3L BLME B ik s
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K —dLEE T ) — PP eh 8B EDF 58—, £ 8 5
CDF Z [a] 3L 3UAF 2, ) 3 b 07 20T LU &L pe A i
PRI R I 504 A g 1 1) [ e, 4> ik 28001 T i EDF
5 CDF A BT DL AN 9 iR, oAt new feature HiJE
SCH ik Z2 ARSI X 43 RE ST RFIEAR U CDF
*9 &K CDF 71 EDF
Table 9 selected CDF and EDF

UGSt EDF CDF
Dos 7,8,10 new feature
Probe 5,30,31 new feature
R2L 10,12,18 new feature
U2R 14,16,17 new feature

J T HAIE FCG Sk myn 11 #4758 4 S TH Al is
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Fig.4 Performance comparison before and after

feature coupling generalization
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Fig.5 Performance comparison of each class before

and after feature coupling generalization

3) 5HAh XTI
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Table 10 Comparison with other methods

LY Accuracy Precision Recall F1-score
NB 0.760 2 0.873 2 0.765 1 0.786 9
DT 0.885 8 0.936 2 0.896 5 0.901 7
KNN 0.870 9 0.8912 0.870 1 0.872 4
SVM 0.876 6 0.8812 0.884 3 0.8839
RF 0.910 9 0.920 3 0.905 1 0.910 1
k23] 0.9136 0.928 1 0.913 6 0.916 7
k[ 241 0.8940 0.907 5 0.893 5 0.883 6
SCHR[25]  0.903 1 0.904 3 0.903 2 0.902 3

AR 0.917 9 0.9359 0.921 4 0.929 1

A 10 FP A SEIRA R al [, (] RF #1773 36H



5 2 3

TR Sz AL i 5

it Rl piRES . 129 -

S BT T3 7 R B A 22 LA o ) B R BB
@, R RF 5 p s ) BB B — 5 i #, 3C
BK[ 23 ] SR HIXUI) LSTM ) W 465 5 A6 D0 05 9%, 4% TiLPE fiE
FARARI T AL LSTM LR (XL 1) LSTM HAT T R &
ZRHE, LUARSE LSTM AL BRI A BIL A5 27 > B2 R0 5 2o &2
AIVIZRINTR] . SCHR[ 24 ] 2T ADASYN 5 ik 5k 22 19 2%
AL S AN BV BEAR X AR E | (EHL R R AR
ICRREAT W o ) AR R 2837 e b ] REAS 5 FHU
BIRRIC R . SCHR( 25 ] 5% FHOBUH 5 b %2 IR 4 R 45, ]
PRI v AR B ) B A B IR S 1 ) LR A
SR i) TR Wi B R RRAE, BRI T B AT T A 52 )
PR R IEAE W S A D R v AR, ML ZF
ARSCHE YT FCG 2 Wi B 53k (037 1 5 W6 A0 7 0
FEO AR G P AR B 200 X T BE J), 45 & REF LY
TERTINRCR IR ] ARz AV 25 05 T L3, 76 1003
FAEOUT EEL T RAFRVERE , S BRI A 1Y & B,
REAT 0 o L e AL P R

it

i

4 £

ARSCHE M —FPEE T FCG 1Y U i o 3 Al i, A
BFALGE RN ik, 36T FCG 19 75 1 R AL b R A ik
FTLH A R OB B RFAE o AR AR5 I 4 32 1) ] ) 5 2042 i A
TE T B AR Hh 8 20 1A IR B, AR T2 2845 51
HERA I A PR RE S, A BRI 5 SRR AR AR A LE
L& R W BRI A SRR, B R LG FCG
FVRTEVERE CDF AR IX 73 BE 3 A R A Tl R, 1) 1
ZAN I X 43 BE ) B B RRAE L W] A )i CDF, Jd i 7R
NSL-KDD i 4 %k B $ 7 vk 647 S 96 3 Tk HAE RE , 45
RIS 07 1 REEAT R4 v U o S R 20 2R AR T, R
A BRAFE RO R X RE T . T AR D B BUL AR
AR BRI A8 5803, S BUD B X Bk il
RORSETEANB ., 7045 R R 9 TAE P il Z AT R AR
WAL, DL — 20 38 5 BT $12 7 YR TE A BE 2 RE A S
R B0 T A& P R
B%3H
(1] ZEVRRBE, paGN, kP, 25 RS ARKENHARZRALT].
R B G454, 2020, 5(4) : 96-122.
JIAN SH J, LU ZH G, DU D, et al.
network intrusion detection technology [ J]. Journal of
Cyber Security, 2020, 5(4): 96-122.

WU W F, LIR F, XIE G Q, et al. A survey of intrusion

detection for in-vehicle networks[ J]. IEEE Transactions

Overview of

(2]

on Intelligent Transportation Systems, 2022, 21(3) :919-
933.

[3] KWON D, KIM H, KIM J, et al. A survey of deep

[4]

(5]

[6]

(7]

[8]

[9]

[10]

[11]

[12]

[13]

[14]

learning-based network anomaly detection [ J ]. Cluster
Computing, 2019, 22. 949-961.

SUTHISHNI D N P, KUMAR K S S. A review on
machine learning based security approaches in intrusion
detection system [ C ]. 2022 9th International Conference
on Computing for Global
(INDIACom). IEEE, 2022. 341-343.
RESENDE P A A, DRUMMOND A C. A survey of

random forest based methods for intrusion detection

Sustainable Development

systems[ J]. ACM Computing Surveys ( CSUR), 2018,
51(3): 1-36.
AHMAD 1, BASHERI M, IQBAL M J, et al

Performance comparison of support vector machine,
random forest, and extreme learning machine for intrusion
detection[ J]. IEEE Access, 2018, 6; 33789-33795.

LI Y, LIN H, YANG Z. Incorporating rich background
knowledge for gene named entity classification and
recognition [ J ]. BMC Bioinformatics, 2009, 10 (1):
1-15.

ARG, FraigE, MRk, % BETRAERE Gz fb
AT T]. A 3CfF B, 2014, 28(2) .
72-71.

HE L N,YANG ZH H,LIN H F,et al. Drug name entity
recognition based on feature coupling generalization[ J].
Chinese Journal of Information, 2014, 28(2) . 72-77.
NIU Y, CHEN C, ZHANG X, et al. Application of a
new feature generation algorithm in intrusion detection
system [ J ]. Wireless Communications and Mobile
Computing, 2022, 2022; 1-17.
KHAMMASSI C, KRICHEN S.

approach for feature

A GA-LR wrapper

in network intrusion

2017, 70.

selection
detection [ J ].
255-2717.
KUSUMAPUTRI F H, ARIFIN A S. Anomaly detection
based on NSL-KDD using XGBoost with OptunaTuning[ C].
2022 7th International Conference on Business and
Industrial Research (ICBIR). IEEE, 2022. 586-591.
VENKATESAN S. Design an intrusion detection system

based on feature selection using ML algorithms [ J ].

Computers & Security,

Mathematical Statistician and Engineering Applications,
2023, 72(1) : 702-710.
LEO B. Random forests[ J].
45(1) . 5-32.

WL, FRAF. SR S 45 R IR S A R AR A
BIBETH )], fRRASEER, 2019, 48(4) : 420-428.
YANG H H, ZHOU ZH P. Design of hybrid intrusion

Machine Learning, 2001,

detection model utilizing information gain rate [ J ].

Information and Control, 2019, 48(4) . 420-428.



130 R R % 38 %
[15] FEZEAR, XHE, T4, % 5T KNN SR e on KDDCUP99 data set[ J]. Computer Applications and

BENLARAREY Z )2 AR D (1], AR S &k Software, 2014, 31(11): 321-325.

J&, 2019, 56(3): 566-575. [23] IMRANA Y, XIANG Y, ALI L, et al. A bidirectional

REN J D, LIU X Q, WANG Q, et al. An multi-level LSTM deep learning approach for intrusion detection[ J].

intrusion method based on KNN outlier detection and Expert Systems with Applications, 2021, 185. 115524.

random forests [ J ]. Journal of Computer Research and [24] JFEAEM, kR, #JKMR. 32F ADASYN S5k 2%

Development, 2019, 56(3) ; 566-575. M B AR R IIR B[ )], RE T RS ETHA,
[16] WAll, FWeE, Ky, . JE TR ) B ) 2022, 44(12) : 3850-3862.

FVECHE BRI oy 2k ()], fF R 5 EH, 2019, TANG X B, ZHANG L M, ZHONG ZH G. Intrusion

48(1): 1-8. traffic detection and identification based on ADASYN and

HU J J, WANG X F, ZHANG M, et al. Time-series data improved residual network[ J]. Systems Engineering and

anomaly detection method based on deep learning [ ] ]. Electronics, 2022, 44(12) . 3850-3862.

Information and Control, 2019, 48(1): 1-8. [25] JHade, sk2%s, ZeAITe. UL iy TR )2 2 0 45 1Y)
[17]  BRAG, T2, BRI, BT A W e R ARBEM ARG 1], HHEITR G LR, 2022,

CNN-BiLSTM RZ AGSAGIN ik [ 1], L0 5 48 59(2) : 418-429.

wEAR, 2022, 36(10) : 65-73. YIN SH L, ZHANG X L, ZUO L Y. Intrusion detection

LIANG X Y, XING H Y, HOU T H. CNN-BiLSTM system for dual route deep capsule network[ J]. Journal

network intrusion detection method based oneself- of Computer Research and Development, 2022, 59(2) .

supervised feature enhancement [ J ]. Journal of 418-429.

Electronic Measurement and Instrumentation, 2020, 1EEE AN

36(10) : 65-73. . BRAE (GEIEEHR) 2015 4F FiL 7 T
(18] Xrfis, ali, (5K, . 2T i 5 7 i 2 4 FRHR A (o [ I 25 Bk 2 BF 50 B 6 5 1

AL A B R 5k [ 1], 5 B % a4, 2019, Fo) AR 2 B AL T T AR AR K2

4(1) . 14-26. R H At A 0, F2 B 58 07 1) o T

LIU X Q, SHAN CH, REN J D, et al. An intrusion BRESH AR AR M2 S fE R L T

detection method based on multi-dimensional optimization PR A 5 EE AT

of traffic anomaly analysis[ J]. Journal of Cyber Security, E-mail: chenwanzhi@ Intu. edu. cn

2019, 4(1): 14-26. Chen Wanzhi ( Corresponding author ) received his Ph. D.
[19] PENG H, LONG F, DING C. Feature selection based on degree from Liaoning Technical University ( China Academy of

mutual information: Criteria of max-dependency, max- Surveying and Mapping Science Joint Cultivation ) in 2015,

relevance, and min-redundancy[J]. IEEE Transactions respectively. Now he is an associate professor and master’ s

on Pattern Analysis & Machine Intelligence, 2005, degree supervisor in Liaoning Technical University. His main

27(8) :1226-1238. research interests include artificial intelligence and intelligent
[20] EMMANUEL T, MAUPONG T, MPOELENG D, et al. information processing, network and information security and

A survey on missing data in machine learning [ ] ]. industrial control software and data analytics.

Journal of Big Data, 2021, 8(1): 1-37. WE 5, 2021 4F T 107 TR AR K
[21] KUMARSHRIVAS A, KUMAR DEWANGAN A. An IRASF 2, T 7 T AR AR R+

ensemble model for classification of attacks with feature Whosd: , FBEPEFE I 10 9 W 2% 42 4 F A 1=

selection based on KDD99 and NSL-KDD data set[J]. i

International Journal of Computer Applications, 2014, E-mail ; 481218583@ qq. com

99(15) :8-13. Zhang Guoman received his B. Sc.
[22] %ﬁﬁi, Sk SCH . ThiE. KDDCUP99 #0404 09 5 s 7 degree from Liaoning Technical University in 2021. Now he is a

Bt se (1], 5 LM 5 8 4F, 2014, 31(11):
321-325.
WU J SH, ZHANG W P, MA Y. Data analysis and study

M. Sc. candidate at Liaoning Technical University. His main

research interests include network security and intrusion

detection.



