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Improved LightGBM for traffic anomaly detection
method with feature enhancement
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Abstract: Focusing on the problems of machine learning in traffic anomaly detection, including reliance on expert experience for feature
selection, insufficient expression ability of raw features, poor robustness of models due to noise and outliers in data, and low detection
rates for minority classes in imbalanced high-dimensional datasets, an improved LightGBM for Traffic Anomaly Detection Method with
Feature Enhancement is proposed. Firstly, the isolation forest (iForest) method is utilized to handle outliers, and the data processed by
outlier treatment is used to train an one-dimensional convolutional denoising auto-encoder (CDAE) with global average pooling ( GAP) ,
which indirectly eliminates noise in the data and obtains low-dimensional enhanced expressions of original features. Then, adaptive
synthetic sampling (ADASYN) is applied to the data after outlier treatment for data augmentation, and the trained CDAE is used to
extract features. The obtained low-dimensional features are used as input for LightGBM, which is trained and optimized with Bayesian
parameter tuning. At last, the precision classification of anomalous traffic is achieved through the utilization of the obtained CDAE +
LightGBM ensemble model. The proposed method attains accuracy rates of 87.80% and F1 scores of 87.75% in a five-class
classification task on the NSL-KDD dataset. Experimental results demonstrate that the proposed approach significantly enhances detection
accuracy and reinforces the capability to identify unknown attacks. The test on CICIDS2017 scene data set further verifies the feasibility
of the proposed method, which superior to the same type of deep learning algorithm.
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Fig. 1  Autoencoder architecture
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Table 1 Dataset of NSL-KDD

el Y125 (KDDTrai+) MR 4E (KDDTest+)
FEAZEL IR% FEARZL IR%
Normal 67 343 100. 00 9711 100. 00
DoS 45 927 68.20 7 458 33.08
Probe 11 656 17.30 2421 10. 74
R2L 52 0.08 2 754 12.22
U2R 995 1.48 200 0.89
Mt 125 973 - 22 544 -
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Table 2 Dataset of CICIDS2017

eSSl filiik AR
IEH St BENIGN 529 918
Dos Hulk 231 073
PortScan 158 930
DDoS 128 027
DoS GoldenEye 10 293
FTP-Patator 7 938
SSH-Patator 5897
e B DoS Slowloris 5 796
DoS Slowhttptest 5499
Bot 1 966
Web Attack-Brute Force 1507
Web Attack-XSS 652
Infiltration 36
Web Attack-SQL Injection 21
Heartbleed 11
pESan - 1 087 564
%3 REEE
Table 3 Confusion matrix
S : T _
S B
S TP FN
E#® FpP TN
TP + TN
Accuracy = (9)

TP + TN + FP + FN
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B, BUEREE 9 [0, 1], fE B R KRR B AL Y 3 2K 1
AEBES . HE
TP
TP + FP
DR W FR A A 7128 (Recall ) , A5 R T ) B o R AR
Bk PR B REA BB ], DR OB AR 2 26
AERLE, DAV F [ 0,1] 0 HE O
DR=Recall=L (11)
TP + FN
F1-score SN Precision FI1 DR Y1 FISE {8, BUE YL
FIM[0,1] E 8RR R AL 1) 43 B VERE AT Fl-score
PSRN TR A M0 7, B3 G T 0 AN - B B 1 20
KA RIATIEREVES . HoE R
Precision X Recall

F1 =2 x (12)

Precision + Recall

(10)

Precision =
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BT SH BE PRI R BE Y g i B G TR %2, A
1 75 NSL-KDD $#i4E |- %} CDAE+LightGBM A 54 3£ 47
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Fig.5 Model accuracy with different

bottleneck layer node counts
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Fig. 10  Comparison of model performance before

and after parameter optimization
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Table 4 LightGBM parameter descriptions and values

24 ZHUL JiE?
num_leaves BRI Y F R T4 885
min_data_in_leaf BT R SR MR AR 619
learning_rate B R 0.435
feature_fraction TR R IE B 0.112
bagging fraction FRUEA T i 0.530
min_gain_to_split S /N 2R 0.1
max_depth TR B IR B 1
num_boost_round LSRRG 428
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Fig. 11  Ablation results
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Fig. 12 Model classification detection rate under

different data enhancement algorithms
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Table 5 Results of comparison with

differentdetection models (%)

sl Accuracy Precision DR F1-score
KNN 79.63 79.29 79.63 78.73
RF 81.37 81.54 80. 48 78.38
DAE+GRU 85. 68 86.29 85. 68 85.56
CAFE+CNN 83.34 83.35 83.44 82. 60
DAE+LightGBM 85.39 85. 86 85.39 85.28
CDAE+LightGBM 87. 80 88. 20 87. 80 87.75
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PR TFHoAth 5 FpASEARL, BR300 1) AU S AL
FSMEHRE V2R CDAE , #4704 3 08 5 30 i3
FIRE, 2) CDAE R — 4582, (15 e el Zhad 72
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Table 6 Results of comparison with existing models

on the NSL-KDD dataset (%)

LAY Accuracy  Precision DR F1-score
AE-DNN!?! 87. 00 80.37  87.00  86.88
AE-CNN-BiLSTM-AE["?)  85.70 84.70  87.50  85.10
GMM-WGAN-IDS! % 86. 59 88.55  86.59  86.88
CDAE+LightGBM 87. 80 88.20  87.80 87.75

3.8 HEI{TMHISIE

R T RIE TR B AT AT CICIDS2017 $diE 46
B4 0 — 19 T B 5 R 0 — ~ RN R e e 4
B F I3 7 BRI A A SR AR G R 3 5 1)
HRV R B 2 ) b AT 1T L3, SE s i # 5 NSL-KDD
Brlede—2, RS RNE 7 iR, NET P UFEH,
ASCRTRIAER A5 99. 82% K518 55] 99. 84% , Kl
RIKE] 99.82% , F1 43 Bk F 99. 84% , 5 H A ALA Lo
PRAMPERE B, I B AR SCFE$icHE Pl BB B3R 1 By
Bt P 22 B 2 B 05 22 S5 BB A2 V11 2% CDAE, BRI T

A v MR PR SRR 1 B R BT AT B B A AR
XTI ZRAE Y™ A ) SRR 0], 765 2 B Be AT CDAE %
TESRAE S R S A T R AE SR I 5 IR T R AN -1 1)
L, SORE S HA X E J7 B HFAE LightGBM A5 LA 4 i
AR S Ui A U RE A5 B R R AR v

£ 7 CICIDS2017 #iE&E F 5N GERI ML ER

Table 7 Results of comparison with existing models

on the CICIDS2017 dataset (%)
]| Accuracy  Precision DR  Fl-score
K-means SMOTE+AE!?") 99. 16 98. 16 08.28 98.22

CNN-BiLSTM-Attention[ '*! 99. 52 99.51  98.98 99.24
self-taught learning+SAE[28: 94. 95 94. 69 83.07 88.50

KSAIDS %! 99. 16 98. 16 08.28 98.22
CDAE+LightGBM 99. 82 99. 84 99.82 99.84
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