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UAYV GPS spoofing detection model based on TimeGAN-LSTM

Wang Luyang Sun Yichen Yu Mingxin Li Tianfang Dong Mingli

(School of Instrument Science and Opto-Electronics Engineering, Beijing Information Science and Technology

University, Beijing 100192, China)

Abstract; To address the problem that unmanned aerial vehicle (UAV) is vulnerable to GPS spoofing, an UAV GPS spoofing detection
model based on long short-term memory (LSTM) is proposed. In order to improve the training accuracy of the model, the training
dataset was firstly enhanced using time series generative adversarial networks ( TimeGAN) to compensate for the lack of training data and
to compare the performance difference between the enhanced dataset and the original dataset. The LSTM model was then built, and
experimental results show that the accuracy, precision, recall and F1 value trained by the TimeGAN+LSTM model under simulation
experiments are 98. 08% , 98.55%, 98.07% and 98.31%. Finally, the comparison with the traditional machine learning model proves
that the proposed spoofing detection model has better performance metrics. The model can achieve effective detection of UAV GPS
spoofing signals.
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Fig. 1 CWI10-1I composite wing UAV
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SIAEE KT 40 dB (55 THEE N 2w 360°, 42 1]
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Fig. 2 Hunan matrix technology Co. , Ltd.
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Table 1 Weather conditions for field experiments

H Y KA SR/ A
2021. 12.27 i -8 3%
2021.12.28 It -5 3%
2021.12.29 i -5 4%
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B RAT BE AR, S IR I B AT AR R T IR AL AN AT 3
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]
:585 m \/
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L N 400 m
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]
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(a) I AT (b) 2% AT A2

(a) Experimental flight path 1

K3 S RATHAR
Fig. 3 Experimental flight path

(b) Experimental flight path 2
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Table 2 UAYV flight plan
H i TG ATHAR
2021. 12. 27 & Az
2021.12.27 P A1
2021.12.28 2 %A% 2
2021.12.28 7 A% 2
2021.12.29 = A
2021.12.29 & %% 2

1.3 HiEmAbIE
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e, T 36 MRRIEEE , A FRIE AL 1 824 %4
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PR 1 039 T, 36 A~ FEAEFHl 24 FR B X B L an 3k 3
FIi7
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Table 3 Feature name and meaning

FRAE 44 FR RIS X
gpsPdop GPS 7 EHGE
gpsNumSv GPS A%
Ttow GPS i)
gpsSec GPS E
P_Sol_Status GPS AU SIRAS
Avionics Temp FEL 6 A I 32
Cmd B84
Lat 4
Lon S
H R L
Tas 25 0 2 {E
Eu[0] REEWCL
Eu[1] IR RR L
Eu[2] Hm RS A
Pqr[ 0] X o
Par[ 1] Y R
Pqr[2] 7 Hlifh o
InertVNED[ 0] 1
InertVNED[ 1] AR o 3
InertVNED[ 2] M i 3
Compass B
Ace[0] Xl g
Ace[ 1] Y Al
Ace[2] Z Slms R
XaccBias[ 0] Xl 8 g 2
YaccBias[ 0] Y Al e 2
ZaccBias[ 0] 7 Bl Jn v E w2
XMagField X WhEmiRE
YMagField Y Wi
ZMagField 7 Wi
Static Press FE
Dynamic Press %
Air Height AL
SouthWind 0
WestWind [
Spoofing 5T

Z i AR R B I 5% B I ] o SR AR K
PEAT R T YRR AR T, JE AL 3Z 2 TPt 9 B dla b i
M Spoofing= 1, K52 T4 AEHE R 124 Spoofing =0, 3% 7
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JE T REAR SN R A 70 M7 2R H B2 2R A 56 28 28, 4
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(1] (X B ) | Spoofing (M3 T-48) . AT 15 NHEAE
BARAE R JC AL GPS 9 B 1 40 A6 I A% B ) i A i
Spoofing 1F Ay 1, K¢ /R 30 AH 5 & BCAT AL Ak A4 18] 4n ] 4
Fi7s .
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o TimeGAN J& A= B XF T ™ 2% ( generative adversrial
networks, GAN) M43 454 T B > 1y R % bk
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Ly=E [ ls=sl,+ Z e, —21,] (2)

Ko s,w,, HIRBEHRLE, s, bR GG B0 5 E AP
K, p ARG XS N A5 A

TimeGAN FIZEER T HA — B GAN UXFHIRi R, id
A~ A GBS g A e 3 A P R O
Y IZAEEE N PR AL (embedding function ) FITYK 42 PR AL
(recovery function ) ¥4 i 1Y 0 A~ #2851 2% | 3 2 F Bk PR
B, DYk R EIGE 2o F 8 PR L (latent codes ) K AU HE i
R h(h e M), Z 5 A0 AT B+, B
PRI oK B AT 300 A e, R % Y SRS I B 4R L TE

(1)
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Fig. 4 Data correlation heat map
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A R IS T AR S B X T GAN AR SR AR R X, JC
FORm NBE IR BA 2R E R F AN IR L O T Eds
[ I ] 5 AR5 1A B2 ] B TimeGAN ] 12T
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I TH) 25 A1 A 38, TimeGAN AR i3I 1) 78 22 [ G 151 5
B
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Fig. 5 TimeGAN generate data schematic
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PR R AN E 6 IR
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XA i A A Gt R] 3 TR 20K B2 . 35 R e
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Fig. 6 TimeGAN data slicing processing schematic

2 FIAFT AN THEE

LSTM 74 BT FI A 8] 7 37 A G ) $cHis 7 T 2240
THRERGT P 255 | T A SC AR AL (1 Y1 2808l B 42 88
PR, T LSTM A B BAT 19 52 e AR R R 454, 1
73 LSTM i & 14 1t KGR BE 22 M 45, O HAL B R e
S RN A B PR RE  FEAS SCT AR 5 AR A
To AL AR RIE B X e ABLSZ TR 4743028,
WE T RGE M T H AN, LSTM il 42 3% )2 ( Dense ) Y
AR H H T B R 728 T, e LSTM fF
RARSCHE A TE AL GPS A5 5 55 G A5 00 A A 1) T 2 2 )
PR AR PSS LSTM 2, IS Dropout J2 X A
IR EARGER I 7 Fs A T B PERE 4
TR B & B Pk FZ AL, 72 RS LSTM JZ S5 #5117
Dropout )25, i ] T 4345 2 E Ry 43 KA S FHE R 32K
PERE, I HX R S 145 A B0 KA, BRL Y R AR S A
Sy BULHRIT Y 15 AHFAE, 5 HHRFAE Spoofing RIF, ik
NI 2 TIPS (—ERTIL) .

2.1 LSTM #ER %

LSTM & —Fh R 5k B 15 ER 4 25 W 2% (recurrent neural
network , RNN) #E55  l FARMERY RNN 17 78 46 1 1 2 5
OB RE R MR RY TR) R, O TR RO S [R) REAT A R T
LSTM"™ | —A3d ) LSTM ot i —MeIZ ot A
I RS T T 2 R, iR £ 4 Sigmoid I Tanh

il

Bl 7 FEANL GPS HRURK AR ZE
Fig.7 UAV GPS spoofing detection model structure diagram

TG PR, BB I 1] P 80 3080 P ERF 1) 4 6 P A7 7R 1042
PSTHSRBEAT AL B LSTM M2 e ] i (5) ~
(10) ik,

ht*l
X:[ } (5)

fi=o(W, - X +b,) (6)
i, =0 (W, - X +b;) (7)
o,=ad(W,-X+b,) (8)
¢, =f,Oc,_, +i,Otanh(W, - X +b,) (9)
h, = 0,Otanh(c,) (10)

KW, W, W, e R " INAERE, b,,b,,b,, e R"H
LSTM eI SR 0022 2] W) i 2506, 43 ) s A T] L35t
PR T TR 2, o A Sigmoid P43 PR, tanh 24 Tanh
BOE PREL, O NBIC R T, x, N LSTM BTk A, h,
hy B2 ] i
2.2 A%

FEASC PSRN 25 5 V1Al >R FH o 21 i B A4 1 25 4 7
%, RAMIES N Python 3.9 WRIEZEJHEH K Keras
2.9.0.GPU # Nvidia GTX 1080 Ti .CPU ¥ Intel Core i7-
10700K F&ER SR Windows 10,

Y Zhieh B v 7 B A P O RSO P R B TR B, 3
T PRECRVE L T A A vh 5] A —SeE 2P S i X RE ]
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DA G AR A rh B sl (Y R R 2 A PR O A AL AR LS R B v
B EN I LT RETE N2 42 2 4%, B 22 (B 9 6 RAEAE RN
SERNMERT A0 38 2 O PR A AR AR S ik e
REAE AP B2,

L (11) K #H H Dropout JZ 44 B 1) 34 36 28 4L
PReLU,PReLU ML T ReLU #H17 T —EMSEUEIE, X
(12) A¥E PR ReLU, IR IIG iR AR IR 8 i, 5
Dropout J=H5HC , BE T 4 i (E TR i 405

x x>0
ReLU = (11)
0 <0
x x>0
PReLU = (12)
ax x <0
K a H—PAN 0 HEEL
R - = =ReLU
Y PReLU
6
4
2
% 4 2 -1 2 4 § =
r"’ ~2,
-4

K8 ReLU 5 PReLU B/
Fig.8 ReLU and PReLU function diagram

2 (13) J BT BB Sigmoid , 50 (14) K4 1 42 2 A
05 BRI %L Hard Sigmoid , 7£ /32 TAEH Sigmoid i
15 BRRSORH LU T A 0 ek B B %4, 1T Hard Sigmoid
FHXS T Sigmoid #E— P8 FH T AR AE R UEA A M
REYAT T AR AL Y1 24 T il ok, P> 2 i 452 58T 1
FEABERY BB PE PR EGS pR AN 9 PR

Sigmoid = ! - (13)
1+e™
0 x <—2.5
Hard - Sigmoid =¢0.2x + 0.5 -2.5<sx<2.5
1 x> 2.5
(14)

ASCHE Y LSTM #E A1 454 5 2 80(7 B, A 5 A A
B2 A L AR BE RN S OO IR 4 P

HEPAR I 1) 18 280, 3k AR B (Epochs ) | 2% 2] 36
(learning rate ) 55 XJ $i& FHAR ARG BE L 22 0C 1 2L PE T
N AR SRR B S8, gk 5 fios , JF
Adam PEAAS AR PRI ZR RS I AN A7 A 5 105 SO &
SE ), % R Bk T o A2 XM ( binary

- === Hard Sigmoid
y —— Sigmoid

e
P

/05

-5.0 0 5.0

[
>
X

B9  Sigmoid 5 Hard-Sigmoid pRELIE]
Fig.9 Sigmoid and Hard-Sigmoid function diagram

crossentropy ) , W T R AAUR 2 B 47, X (15) A
JCAE X
F4 LSTM #EHE
Table 4 LSTM model summary

R4 i A SR
LSTM (1) (1,64) 20 480
Activation (1,64) /

Dropout (1,64) /
Dense (1) (16) 5 200
LSTM (2) (1,16) 5184
Activation (1,16) /

Dropout (1,16) /
Dense (2) (2) 152

&
Loss == =3 ylog(p(y)) + (1 = y) = log(1 -

p(y:)) (15)
Ay, A 0,1] Z0the%, p(y,) e T y fnEn)
HEA,
®5 LSTM #EEBSH
Table 5 LSTM model hyperparameters

TBS AR fH
Dropout (1) 0.5
Dropout (2) 0.5
Batch size 4
Epochs 100
Learning rate 0. 001
3 HERESH

3.1 EfEFE

IREHMEE— D 435 1, 2 T PR e 2 s 0y AR
& T VRN 3 A T i — T ULy 2 Horp 4 Bt
SRR VEREFE R L 45 IEAEAS U TE 5% H (true positive,
TP) IEFEA TN A 1% %L H (false positive, FP) AT
MIERS L H (true negative, TN) , LA TN &5 1% % H
(false negative, FN) ,JRIEHEFEUNZR 6 UIs .,
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Table 6 Confusion Matrix

T A FLSAE AR R =

TR R HIAF S TP FN
SEBR AR (5 5 FP TN

FEVEAGRIRIMERERT , Sy 1 PPl 25 S 0 i B0, 3

SIMRETR VA R PO A A - HERR R RS Il
=GARbR FLE, TSI B A R M fE

HERA 2 (Accuracy ) 3 & B W UL Y PEAN F8 b, L5
SO RIERBIREARZCH & iR AL H B A o0 L, e
R (16) s,

Accuracy = P+ TN (16)

TP + TN + FP + FN

AE0 R (Precision ) R TIN5 RN IEREAR P &H &

SCIEAEAR R ECH RS eR =X (17) s,

.. TP
Precision = (17)
TP + FP
B A2 (Recall ) 248 FEAS 25 10 A% 15 R A T 1F 4
A E A R (18) FiR
Recall = L (18)
TP + FN

H TR R ] 3 B 25 1B B A DG 1 L
FFURRESIA F1 AR — D IPN BAE BE, F1 (2 B
KO0 AN IR AR, 2P IR A2, F1
=X (19) B,

Precision X Recall

Fl =2 x (19)

Precision + Recall
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Fig. 10  K-fold cross-validation method schematic
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(a) Confusion matrix evaluation results
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(d) Confusion matrix evaluation results
for a sample size of 43 656
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Confusion matrix evaluation results for LSTM models with 4 sample sizes
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Table 7 Results of the evaluation of the four
metrics of the LSTM model

FEA S WEWR/% R/ % AEER/% Fl{E/ %
1824 92. 88 9. 17 93.27 93.72
9 095 98. 08 98.55 98. 07 98.31
18 190 96. 99 97.58 97.12 97.35
43 656 95.62 95.28 97.12 9. 19

TEXG RS B 1 PEAL 25 R v BEAR A 2 9 095 i
PR EICHE S AH LU T JH Al P DA A 25 I BOHE 4 BT 25
FIEAT . PEAZS 5 18 190 T (1 45 4t 4E 1Y 2 W thy %2
W FREARZE HER 43 656 T B A5 X IEA7E 1.4 i
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Fig. 12 Visualization of the distribution of the
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(b) TSNE Experimental results
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B IR SRR R

37 %

%8 R, x9 HB/EI 4 WIERTEEER
=8 HBEIESH Table 9 Results of the evaluation of the four
Table 8 Machine learning hyperparameters metrics of the machine learning (%)
Al R HWSE BLgs2 I F2E ReRE MERRR ORERR dRE FIE
Sigmoid ¢ = 100 gamma = 1 Sigmoid 95.05 92.27 95. 56 93.89
Linear C = 100 gamma = 1 Linear 92.31 93.02 86.33 89.55
SVM SVM
rbf C = 1000 gamma = 0.01 rbf 96. 43 93.75 97.12 95.41
Poly c=10 degree = 3 Poly 96. 98 96. 38 95. 68 96. 03
NB - - NB / 86. 03 82. 18 84.17 83.15
- _ criterion = entropy splitter = best DT / 93.96 93.33 90. 65 91.97

max_depth = 15

max_leaf _nodes = None
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Fig. 14 Performances comparison of LSTM models with several machine learning models
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