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True random number generator based on configurable

asynchronous feedback ring oscillator generator
Lu Yingchun Han Qian Liu Xinying Yao Liang

(School of Electronic Science and Applied Physics, Hefei University of Technology, Hefei 230009, China)

Abstract; As an indispensable part of modern encryption system, true random number generator (TRNG) plays a very important role in
information security. A configurable, lightweight and high throughput true random number generator is presented. The structure uses
NAND gates and XOR gates to form a configurable asynchronous feedback ring oscillator. By increasing the phase noise in a short time,
the time jitter range is expanded, so as to improve the randomness of entropy source. The structure is tested and verified on Xilinx
Kintex-7 for many times. The experimental results show that the proposed TRNG has strong robustness under the environmental changes
of different temperatures (0 °C ~80 °C) and different output voltages (0.8~ 1.2 V), and only consumes 43 LUTS and 6 DFFs in
hardware resources, and obtains a throughput of up to 300 Mb/s. At the same time, the generated random bit stream can pass the NIST
SP800-22 and NIST SP800-90B tests with high P values.
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Fig. 1 Waveform jitter diagram
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Table 1 NIST SP800-22 test results on Kintex-7 and Virtex-6( temperature 20 °C, voltage 1.0 V )

NIST SP 800-22 Kintex-7 FPGAs

Virtex-6 FPGAs

BEHLPET Chipl Chip2 Chipl Chip2
P-value Prop. P-value Prop. P-value Prop. P-value Prop.
Bl oy 0.437 27 100% 0.555 94 100% 0.416 22 99% 0.418 06 99%
Z AR SR 0.699 31 99% 0.516 12 99% 0.595 55 100% 0.518 74 100%
e ISR 55 0.626 95 100% 0.313 10 100% 0.226 50 100% 0. 455 94 99%
TEFEAG B 0.798 14 100% 0.637 12 99% 0.534 15 100% 0.554 42 100%
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e B AR PR U A DU 0.457 17 99% 0.447 65 99% 0.504 81 98% 0. 400 21 99%
620785 QUN W s 0.475 19 100% 0.485 48 99% 0.851 38 99% 0.236 81 100%
SRR R T 0.224 82 99% 0.565 89 99% 0.719 75 97% 0.637 12 98%
AL G 50 0.153 76 99% 0.504 44 98% 0.616 31 100% 0.262 25 100%
FfEAILIE S A 4 0. 435 01 100% 0. 166 47 98% 0.522 40 99% 0.442 58 99%
FfAILI SR S AR 4 0.430 85 99% 0.410 14 99% 0.578 16 100% 0.383 41 99%
hgdlkistoy 0.355 90 99% 0. 136 24 98% 0.264 76 99% 0.108 25 100%
LMERERR 0.383 24 100% 0.477 21 97% 0.637 12 100% 0.202 27 100%
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Fig.7 Four groups of bitstream test images



FE1M T ATECE 7P RN E IR 45 0 LA LEOR A= 4 - 131 -
% 2 Kintex-7 # Virtex-6 & NIST SP800-90B illlix 5 R
Table 2 NIST SP800-90B test results on Kintex-7 and Virtex-6
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R 3 C;,o Ci,] i Ci,n Cu, 1 R
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Fig. 8 Four groups of autocorrelation test images

90 100

[ STR[ 10-13 ]t A775 [RIRE B AL, AN RER] I 3 21 B J5T
BN ELAY i i A EOR AR SCHR YT CAFRO Y



- 132 LSRR R e o

5536 4%

40°C

0C

80°C
Ko BN

Fig. 9 Robustness test

TRNG Z5H NS AA 7 76 BE 5 I UIH #E 43 > LUTs
6 A D filkas AT, Ak 5 fE miik 300 Mb/s, BE
BB (10 - AR B IO B 5 e A et 22 TR) A P )
%3 #H3% TRNG MLLE
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