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Abstract: As an important security component in the chip, true random number generator (TRNG) plays an increasingly important role
in modern encryption systems. For the design of TRNG, the key is to require an entropy extractor to stably generate entropy under severe
environmental changes (such as process fluctuations, voltage and temperature (PVT) ). Based on the Xilinx FPGA platform, a low-
cost, high-efficiency true random number generator based on ring oscillator was proposed in this paper. The proposed TRNG improves the
efficiency of entropy extraction through fast carry logic on the one hand, and optimizes the circuit structure and delay on the other hand
to achieve considerable throughput and randomness with relatively low resource overhead. The TRNG proposed was verified on multiple
Xilinx Virtex6 FPGAs and Xilinx Spartan6 FPGAs. Experimental data test results show that the proposed TRNG can exhibit good
robustness in a wide range of PVT and generate random bit streams. Random bits only passed the NIST SP800-22 statistical test suite
with a fairly high P value, but also passed the latest NIST SP800-90B test.
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% 1 Virtex-6 = NIST SP800-22 Ui 45 R (iRE 20 °C,EEE 1.0 V)
Table 1 NIST SP800-22 test results on Virtex-6( temperature 20 °C, voltage 1.0 V)

NIST Pub 800-22, Chip#1 on V6 Chip#2 on V6 Chip#3 on V6
Randomness Test P-value Prop. P-value Prop. P-value Prop.
AL 4 0.511 011 0.99 0. 925 760 0.98 0. 489 682 1.00
MR AR 0. 458 373 0.98 0. 246 048 0.99 0. 645 204 1. 00
ZIRKE (1) 0. 948 689 0.98 0. 987 745 0.99 0. 828 697 0.99
B (2) 0.911 729 0.98 0.972 916 0.98 0.451 115 0.98
DRI AR T i 0.291 896 0.99 0.592 236 1. 00 0. 541 548 0.99
S AT FLR 5 0. 110 544 0.98 0. 956 764 0.97 0.131 159 0.98
A B AL VT LA 5 0.439 131 0.99 0.518 914 0.97 0. 557 634 0.98
FEAILIE AR A AT E A 55 0. 618 146 0.97 0.332 965 1. 00 0.714 818 1.00
R AL Bl A 3o 0. 553 863 0.97 0. 468 866 1. 00 0. 345 135 0.99
FFHREE (1) 0. 205 002 0.99 0.927 355 1. 00 0. 163 869 0.98
FHREE (2) 0.221 067 1. 00 0.722 709 0.99 0. 189 389 0.99
IR 0. 952 089 1.00 0. 959 647 0.99 0. 669 447 0.97
e s KA o o 0.934 535 1.00 0. 566 880 0.99 0. 500 842 0.97
He RBRECRS: 36 0. 164 998 0.99 0. 430 228 0.99 0.113 861 0.99
TR A 56 0.369 136 0.98 0.597 432 0.99 0. 802 504 0.97
BRI AR 0.727 669 0.98 0.222 920 1.00 0.771 671 0.98
U R R 5 0.267 678 0.98 0. 807 360 1.00 0. 499 265 0.98
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