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Abstract: Deep learning technology has been widely used in signal recognition by virtue of its powerful feature extraction
capability, which brings great threat to the confidentiality security of wireless communication systems with
confidentiality needs. To address the above problems, this paper proposes a wireless communication signals anti-
reconnaissance method based on generating adversarial examples with adversarial networks (AdvGAN). Firstly, two
different modulated signal recognition models are realized. Then three antagonistic sample generation methods are used
to construct camouflage signals. Finally, they are superimposed on the original signals and tested on the modulated
signal recognition model. The experimental results show that the method proposed in this paper can make the recognition
accuracy of the intelligent modulation recognition model of the reconnaissance side drop dramatically, and make the
recognition accuracy of the unknown model of the reconnaissance side drop by about 66 % under the condition of SNR is
10 dB, so as to effectively counteract the intelligent recognition model of the reconnaissance side.
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Fig. 1

The model of anti-reconnaissance system
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Fig. 2 The block diagram of transmission system
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Table 1 The network architecture of the CNN
Layers Output Shape
Conv2D+ RelLU-+ .
(batch_size,256,2,128)
BatchNorm2D-+ Dropout

Conv2D+ RelLU-+
Dropout-+ BatchNorm2D
Conv2D+ RelLLU+
Dropout+ BatchNorm2D

(batch_size.128,2,128)

(batch_size,80,1,128)

Flatten
Linear + ReLU
Linear + ReLU+ Dropout
Linear +RelLU

Linear

(batch_size,10240)
(batch_size,256)
(batch_size,128)

(batch_size,64)
(batch_size,11)
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Table 2 The network architecture of the VGG16

Layers Output Shape
Conv2D+ BatchNorm2D+ .
(batch_size,64,2,128)
RelLU

EAARFMEEAR — 3 —



Big 5 B &

Conv2D-+ BatchNorm2D-+
(batch_size,64,1,64)
ReLLU-+ Maxpooling2D
Conv2D+BatchNorm2D-+
(batch_size,128,1,64)
RelLU
Conv2D-+ BatchNorm2D-+
(batch_size,128,1,33)
RelLU+ Maxpooling2D
Conv2D-+ BatchNorm2D-+
(batch_size.256,3.35)
RelLU
Conv2D+BatchNorm2D-+
(batch_size,256,3,35)
RelLU
Conv2D+BatchNorm2D-+
(batch_size,256,1,17)
RelLU+ Maxpooling2D
Conv2D-+BatchNorm2D-+
(batch_size,512,3,19)
RelLU
Conv2D-+ BatchNorm2D+
(batch_size,512,3,19)
RelLU
Conv2D~+BatchNorm2D-+
) (batch_size,512,1.9)
RelLU+ Maxpooling2D
Conv2D+ BatchNorm2D-+ .
(batch_size,512,1,9)
RelLU
Conv2D-+ BatchNorm2D+
(batch_size,512,3,11)
RelLU
Conv2D~+ BatchNorm2D—+ )
. (batch_size,512,1,5)
RelLU+ Maxpooling2D
Flatten (batch_size,2 560)

Linear+ Rel.LU-+ Dropout
Linear + ReLLU~+ Dropout

(batch_size,4 096)
(batch_size,4 096)

Linear (batch_size,11)
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Fig. 4 The design of adversarial loss
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Table 3 The network architecture of the generator
Layers Output Shape
Flatten (batch_size,1,2,128)

Conv2D+ InstanceNorm2D+
RelLU-+ Dropout
Conv2D+ InstanceNorm2D+
Rel.LU-+ Dropout
Conv2D+InstanceNorm2D-+
RelLU+ Dropout

(batch_size,64,2,128)

(batch_size.128,2,128)

(batch_size,256,2,128)

ConvTranspose2D Instance

(batch_size.128.,2,128)
Norm2D-+ RelLLU

ConvTranspose2D—+ Instance
Norm2D-+ RelLU
ConvTranspose2D+ Tanh

(batch_size.64,2,128)

(batch_size,1,2,128)
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Table 4 The network architecture of the discriminator

Output Shape

Layers

Flatten
Linear + BatchNorm1D+
Dropout—+ LeakyRel.U
Linear + BatchNorm1D-+
Dropout+ LeakyReLU
Linear + BatchNorm1D+
Dropout+ LeakyRelLU

(batch_size,256)

(batch_size,128)

(batch_size,64)

(batch_size,32)

Linear + Sigmoid (batch_size,1)
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