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Abstract: The controller area network (CAN) bus is widely used in industrial data acquisition.internet of vehicles and
other fields, making its security intrusion detection very important. To comprehensively enhance the performance of the
detection method, a bilinear self-attention mechanism for CAN bus intrusion detection is proposed. Firstly, based on
the idea of stacked integration, DNN,CNN and LSTM models are used to extract and generate deep learning layer
feature data; then, bilinear layers are used to generate self-attention mechanism and FNet feature data separately,
which are then fused with deep learning layer feature data through a residual connection layer, and intrusion detection
prediction is performed through a fully connected layer, demonstrating high accuracy, detection rate, and good
generalization characteristics. Experiments on the Car_Hacking public dataset show that the accuracy, precision, recall,
F1 score and AUC values are 0. 951,0. 996,0. 997,0. 960 and 0. 984, respectively, and as the number of training epochs
increases, the accuracy and loss value error remain within 5% and 10% ., respectively, indicating that this method
outperforms other comparison methods. Application to IoT experimental devices evaluation shows that this method
achieves a detection rate of 99.23% for abnormal attack identification, which has significant promotion value for
enhancing the security performance of monitoring and control systems.
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Fig.1 Mechanism diagram of CAN bus intrusion detection method

AR SCHE I LR M B T R 1AL CAN Bk AR #6 i
Tk IR 2 BT 7R, 43 R A2 TR B 2 2] 2 LR
R REERZ M ESE XHREXIZEEY
DNNM CNN=" [LSTMMVY %8 3 M. 126, i A 2
AFRHECRRAE ) 2 x B0 B 2 3 R SR BURRAE 5 SR )5 5 X
LM J2 IR S ) R AE 1) B DF B DU AR RO AR AE ROR
F+FIH FNet+ HE 3 S HLE] Transformer $HURRTE ; i 5

* 123 -



55 48 % T A S
R EI R 2 I 5, LIRS R = I BB HE Y ILRESS AL Bn ST A 42 7 52 20 AT A=A I 23 28 9500
! x E
i ¥ 3 v E
DNN CNN LSTM
E f T i i
i ’ v \: |
i torch.stack() X E
i l xmmk l CNN :
\ Transformer Fnet
: l X, l X, X Lsms
torch.cat() B
X %
IES @
nn .Flatten () E: 3

l X far

torch.cat()

£

nn.Linear()

nn.Linear()

softmax()

!

Normal

!

Attack

E 2 CAN B2 AR KL I J7 i [ 26 2L A8 HiE (&

Fig. 2 Network architecture diagram of CAN bus intrusion detection method
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Table 2 Experimental model parameters

SRR PR SRR FRARME
HIR KN batch _size 20 WK REL Loss CrossEntropy
IR IREL epochs 3 A28 Optimizer Adam
Ay ¢ Bt [E) 2 time_step 64 B Learning 0.001
K 2880 nb_class 2 EF R dropout 0.01
3.2 EEEMIEIRXTLL FAR S Tr B (AL XD
TESEH P PR LA T 28 L % 2 2T Bk R 2 ST R 3 R AR I e SOk (36 1803 55 b oE A7 S0 08 1A
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CRER) D BEHLAR AR (B 1D B 48 [/ 9 (B 11D, xgboost  F1,AUC 4 T A XF I 7 8. 43 335 3] 0. 951.0. 996,
(B TV) . DNN (B V) L LSTM (F5 5 V1), CNN (F# ! 0.997.0. 960 Fl 0. 984, /R IHAL AR X £ CAN @&k AR K
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Table 3 Comparison of experimental evaluations of different models on the Car_Hacking dataset

T i 5 HE T 42 R Accuracy Precision Recall F1 AUC
1 P 0. 699 0. 746 0. 749 0. 747 0. 688
11 il H1 2% AR 0. 741 0. 749 0. 848 0.796 0.778
111 L Al E| 0. 699 0. 702 0. 858 0.772 0.712
1Y xghoost 0.872 0. 836 0.976 0. 901 0.927
\Y% DNN 0. 848 0. 871 0. 874 0. 873 0.915
VI LSTM 0. 852 0.963 0. 983 0. 888 0. 902

VII CNN 0. 890 0. 925 0. 956 0.912 0.938
VIII Transformer 0. 852 0.963 0.983 0. 888 0.902
IX SCHR 2445 1 0. 860 0. 856 0. 860 0. 858 0. 927
X ATk 0.951 0. 996 0. 997 0. 960 0. 984

Fe A AR SCOT T LS 56 AR X 2 SR A B R Recall \ F1.AUC % M GBI dn ¥ m T X Wb r ik, & W
¢ FNet.fU Transformer.FNet+ Transformer 5 78 3¢ J5 FNet, Transformer. 5% 22 i& % 76 F T $2 T+ A 3C 05 2 46 0
MR, LR SR B R A LI AE Accuracy ., Precision., HHE.

R4 ANFEHMIHITHEE

Table 4 Ablation experiment evaluation comparison of the method in this paper

1 7Y 4 R Accuracy Precision Recall F1 AUC

{¥ FNet 0.929 0. 940 0. 920 0.930 0.932

f¢ Transformer 0.935 0.930 0. 895 0.918 0. 965
FNet+ Transformer 0. 944 0.988 0.993 0.943 0.977
ARIT7 ik 0.951 0.996 0.997 0.960 0. 984

AL ROC il £ CRIHE 32 2 #4E R it 26O X bk (FP +TN). B %= TPR =TP/(TP+FN). & T
Kl 6 Fr s, 1 AL B L 90 Ak BR 4 ) A R BH HE R FPR = FP/ HARI A AUC, 8 X &8 &£ /M, AUC=0.984
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Table 5 Intrusion detection statistics of model X under

four operating conditions in this paper
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Table 6 Comparison of intrusion detection for different

models under combined operating conditions
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