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Grey box test case generation method based on control flow analysis

Li Junyu Luo Qin Liu Zhi

(School of Computer Science, Southwest Petroleum University, Chengdu 610500, China)

Abstract: Fuzzing is the main technology of software vulnerability mining. It can randomly generate test cases and
dynamically execute programs that can cover deeper branches. However, there is a certain blindness in mutation in
fuzzing technology, and the frequency of random mutation samples executing the same path is very high. resulting in
redundancy of mutation samples, thus reducing the test efficiency. This paper proposes and implements a guided grey-
box fuzzing method CTM hased on control flow analysis. CTM first statically analyzes the target binary program to
obtain the program control flow graph, then analyzes the execution rarity of the program path according to the program
control flow, then identifies the sensitive functions on the execution path to calculate the program execution path
proportion, and solves and generates test cases; The position of non-format key information is mutated in the testing
process; Finally, according to the feedback information of branch coverage, the execution path constraint information is
solved by heuristic rules 1o generate new test case samples. CTM improves the probability of fuzzing 1o generate test
cases that satisfy complex branch conditions through guided test cases and locating mutation methods, thereby
improving code coverage and reducing mutation sample redundancy. In order to verify the effectiveness of this method,
this paper selects real applications such as readelf and gif2png for testing, and compares it with the mainstream Fuzzing
software Driller and AFL in the industry. The test results show that CTM’s ability 1o detect crashes and explore new
paths has been improved.
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Pipeline 5 DarkSide Yt i #7 T %0 A J7 & 84 8L 9 32 7
EWATEENAEE . B &R A s &2l
R A A S B L A R O T LR 2 R Y 4
GARTEWTFR I .

B 7 2 4 0 ST T U T SR A B AR A R A )
eI RS AT S BT R R 07 . B A R
PR B, B E O , A SRR B A I R 2 KT

BN (Fuzzing) & —F sl 35 00 P iR r i, @
ok ) 2 i A B T 1) 50T SR R AR I AR AE B TR LU
S e B AR A YR TR - o BRI SRR 0 xR AR G K
BREENRTFSMBEATSAOE& . BEANKRENK. O
AWM X R HAT 0T R JE AT, ERR
BOE AL PR HEEFE R AT . Ba LR TE
B A AT H AR R T 9 IR A 0 R BB AT R K
Wt i AR BEALE R . K & T 75 IR AR, 5 o X —
AR 2 BT AR O AR AR T 0 AR B S B BEAT R I
REfR S B AR . B K &M Z A6, fEXR
ZAEILT o AT R R 25 F0 AR P AR B 5 I (R, 3R BRI
TEACHDHE K. IF HAE L IR R 900, — o i 48 7 i A0
T B T, T AL

AFIL(american [uzzy loop)™ J2& Bt EL A4 26 7 10 J & At
WG TR, ER A ER RIS 55 BE N bt
TR0 . X TR ), ATL B H
R S BRI RO B R F IR A — E R BR M. o
LERORI R S A B 23 7 A KR A R R AR 1 TR A
B, HAETE X — B BT v B 2 4 SO A N, BEATL S S L
A i R A TR IR A, R R —E H 2
SHEURR TR AR, T AFL SR RAE g
FIH BB w15 B 1R R BT, 11530 20 A & 2F R0l H 441
AFLFast™ FI] F 2 /R BL ¢ 4 0F 7T 3k 2 % 4 oF 17 18 e g Ak
JF B G R R TR SRR AR BT EIRA
gz . AFLGO™ &5 &R Wil i A A 4 — 45
ARELEE B B AR AT 0 BE B 26 DU B AR 905 ot AR B AR A B
Ftnfr B 895 A . CollAFL™ 38 1 35 B B 8 78 5 2R {7 2k
D REARRE R . Steelix " W2 A5 fr AR 9 0 72 P AL
magic byte, #K J5 1R 8 52 8 5 E M #i A 2 R AUE B magic
byte RIS BT B HE T . X Lo 77 4 MU DL H 1
JEFR AR L HEME LA B S B 7R 5 B AR A BRI AR . B
) R & ZOM I A s P A A 7 — e RE LR A T R4y
EEHEYBUETTRETEEZATWER, HFAET
BB T 2 R TR R R T Oy S B S

L5 5 R AE B BUATHE SR R S B AR I 38 A
WA F L Driller™ Y 2475 U7 FIBORT N R 25 4 AR
GPAT B, Bl AR AR SRR R AR LR
AR EAHKOR SR A R T, THT G £ B A ST AR

o« 27 o

5 i B AR R KR ). QSYM-'™  Munch™'™ # F Ji 1R & $4
777 33 i BRI 5 %, Driller M 43 X % %.QSYM
M & AT A Munch 0l & B8 $0E 35 8 B/ 5 A7 H0R
ST 38 A T A M (R R

BER IR B R, AR SCHR Y — P L T4 R T RS S 1
PR A AR 3 5 B CTM(control flow test case generate
and mutation) , % 7 ¥ & 4638 i3 40 H7 B R Y BT SR
A R E IR A, R AR AR B E S RE R
XA T E A B AT R S oo R i B R AR S R
SEHIRES 1 TCAIN s B 2 TSR A R . A I
AFL 1% 7 5 e 7R SO 1 38 B TR (W) 6 A2 1 sl /0 P AT 7 4 %
2 (8 W0k R T B A R R AR BB AR . RN,
%5 Driller LIRS — S MM T HMAE RS, 25T
MR . Ak readelf, gif2png % F T 76 MK T
53 W T H Driller f1 AFL #E154F b, 25 R XA AR B 7
BRI crash MR EF AR MR FEA RS, LHE
bmp2tiff 1 gif2swf b, 7 75 43 3 4 i unique crash 2 4~
047 A, AFL #0 Driller ZE I, FHTC R TR,
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EEXE R T 0T B4 A B P — ) 3 T AT wrace J L 24
SR 31 BRI ) P — 6 S 2k O R B 2 24 2 B
R
L2 WHABER

B R PR 5 43 0 Rl O T o D
R PR BT LR o A B R L 4 — A
W AL AHR (basic block) . % T H R EF M0
e K 43P R SN AT R B — M AL 28 PR 48 5
) R R O X SO A TR . AR SCTE
SRR I T4 A B 0 e o B I T A 3
O L 4 4 TR % BB BB Tk L L A A A
strnemp.emp B45 4, XK EIHE A ORISR F
BT B2 o WA T B 06 T2 P A 3 A% S 30 6 1 3
SO B TR 0 I ELRRAE 30 B 98 4 R B L — 2 i g R
PR B P2 2R . AR WO 13 0 B TR U e 30 5
TR R 2 R A — A BT R ST R D
B G E. RR A T AL R T a B R R
O B O 45, 7 5 R Bl A L 0 4% B 08 s T
THIT AR TR SO 5. MR S A BT R
SCE T F R BUREEG AT R . C T —
Sy U B T L R A N X 8K
HETT 5 A AL B DR AR (AN 5 R R il
gets HHC P T A H WIS HA S5 F WA,
TS gets AR 4RO fa e, BT T B B 1 1 B L A
ST AT A R T — 7 MR AR L S AT B T
A RO AR AT T N R A B R

BREL J T
gets B 3
strepy B 3
sprintf B 3
scanf (= 3
sscanf B 3
fscanf B 3
getchar G 2
Olgetc i 1g 2
gete d1 f& 2
rcad W fE 2
memcpy k& 1

T BE A B e AROR I s A Y R R e TR A
BEARTI . ARSI B T4 10 At ) ) R EAUA T AR B 1)
PRI A T . R AR T

B R AR ST LR B oviinferk S F
BAEA sceds (55 117, 8 KR 7 P 2RI A CFG
8 2 47)  ISRARAR S U MAR S — 15 8 N, G 4~517),

TN, BEAS R R R AR RN, 5 R I AL 1 I
ERERRERE AT A N, CGR 617, TR B pf 51
FEXF T4 U R AT R AR IR R R OB T ) A
N, BEGHZFAGE 81D, REA 77 B A7
BEAZ Path Ji A SR SRR ER, 48 5 A i — 45 2 1 i 32 A 41
ans(5 10 17) . S5 Tuzzer § ans fE R W I A AT 257
PR B A R R B HE AR s WS E seeds (11~
1341, MR N, Z2P0H AT R EHHEEANE S
B 15~16 1), FJa . B I A seeds 1B N B A W 1
I (AT,
BYE 10 A v
Input: A binary program p
Output; Crashing inputs seeds
1. Initial a stack S<@, sceds<Q;
2. Construct a CFG G for p;
3. S Ny;
4. while S=0 do
N;=S. popO);
weight_children_node=next node(N,)

5

6

7. unsecured_Function=unsecured() ;

8. if weight_children_node has no children then
9

path=Nj ,+, N;,N,;
10. ans= concolic_execution_solver(p, path);
11. [or Each crashing input s produced by [uzzer
(ans) do
12. seeds<seedsU s;
13. end for
14.  else
15. new_node=weight_node() ;
16. S. push(new node);
17.  end if

18. end while

19. return seeds;
1.3 ERHEMK

T e RG] 30 A R 9 AT AR AR R R A
AT AFL A8 o M R0l A T Bk . B e B X BUAT B
A BRI T 4 R e IR A R
A A G HRE BN X R AL B TR .

XF TSR By N AR T SR U A R d AR AR T AR
BMIFH AR BRI T2, AmE R A E ELF
(executable and linking format) XA, S A, 9
St F R A L LR 2 TR K S AR N AR 2T
Z., BHRERERBHPBAFEEN TEFN K4 E
B, ASCHR X EE M ESRAT AR E A, T
Bl EE S MAEERA T BT XEFARENE
PATHRE BT 7 B R TR ATTEE

F 2T BB 4 ARG E T REK AL F R
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REEW A TR, 2 BERGENRRELERN T
FHR . HUEE AT AEMRHO P ZEEWN., &
FREERIDEES NI FE. X TENFETHS
R EFRKMRADN FFARERBE RS F
FATH . RIFHF Y F EiE R FHR & AR
PEBMRE . HPAER 1, W7 5 A T 03 GR 2
AT MR B LA, com™ 25 B8, b 72 Il T B 1) i B 2
B2 1 B AR mail . ” 2 BT B FAT R ET 4 AT . AL
B2, 3R on FHAE W T b iy A E 2 TR R (B
@A I B . A ATL X B 0175 5 11 12
v, 7 ST UL RE PR AR R CAN AR I L X A6 BN A [ E 6 B A
P A EAT AR S 01 ) 2 =R R T R R E AR s
(o havoe) A= g AR B . 38 o %0 DG 88 4 1 A =X B
O 3 Tk 25 B AL B R A B 2 78 5 5K g X H A AT
SRAR BN HR B R AR )E crash MIRETT .

x2 WHARFUNSESR
W 1

mail; binary@ qq. com
mail; program(@163. com
mail ; mutation@139. com
mail; strategy(@ 126, com
KRR
“mail;”,.“a”,“@”,“. com
(A=
0,—2,—2,—1

”»

1.4 BEFESHMIT
REAEOLT ORI R B A R 45 1 F BRE AL (8 8 5%
VIR FD R ARBERER S NS, A& 20X
SN LA U T AR R IR A B (A 2 hos B
RiGHR  FEFCHAARE LS 7 ME TR AE
ALY o AR SCE AT IR R R AT A R T AT R A O
MR — AR RARE T, 3 2T 29 BOR A AR URE AR R R 3R
S8 5 R AR A

ARSI R A I R S R R R AR A, MK
B[R] J5 35 2 BT 09 34 6 Bt SR 3 B ER X i 0 IAUA T I AR
i WA R T SR R R B R AT S YR AT 4
—F, EWMARPATIE R A B EA T B 4N
5T ML REFETAHLE .. ST B G5 o B i &
Rt BT R AR AT RBERAFTWINE S, HER
ST I8 bR 285 e A8, D i e, T T 240 B SRR L G S A e A
Ao BN 2 BR. BRARM AP RTE TR
o PR B ST A HEAT DL L, M ER B R AR RAT BI5E 7 AT L
B PE F 0 A0 S Bk T B TR . BUH S SR A R
A 388 gt B 249 B S5 A0 ) W R A5 AE — A 22 R0 SR U AR
E R, ETEAE DN R F 4 % I 4 T 29 3R, AR I M7

o« 24 o

AR TR (2 = 0x4D42) A B — N TEFFE AL B /8 T R
AT o R A BT B0 DR A A e B I
B AN ATRI 48, JF0 B0 0 AR Fh - 00 20 1 R 4R 2 AT
BRI, 2 JE i A BT IR S DUIPK A2 254 AT B B g 12 2 OR
MEERR . B r BB T U PR R

1 if(size > 512 || size < 0)
9
3 ' close(fd),
4 return -1;
53
6 read(fp,bufsize)
7 if{stnemp(&bufl0],"0x4D42",5) == 0)
8 {
9 if(strnemp(&buf[10],"89A",3) == 0)
10 {
11 bug();
12 close(fp),
13 return 0;
14 Jelse
15 {
16 ---bug()--;
17 }
18 }
K2 RS

2 KBELXH

T SR T 3R 07 R BB Ak . AR ST CTM Jr ik 1
BT — RS TR CTMFuzz, 10 3 iR . CTMFuzz
RET Z#HBHFE Angr BN TR AFL &
Mo ASCE BRI T BRI AR, 2R F R
A I R0 HORTE ATL P8 B, 3078 S5 3 g 5] S A
FAERTT ] s B Ja FATUH BE AT T AT 5 R % B 1 e ) ik
FB, ASCES CTM Jy i DUt B8 £ 70 Xk 2, AT
WREREE B8R, A CTMFuzz 5 3 A0 4
T.H AFL # Driller fX5 bS04 . &1 X 7w 3148 55 Fn 55 B 2
J# readelf.,gif2png . bmp2uff | gif2swi 45 — 3k il #2 52 3470
WIEAL . 523 FF B Ubuntu 16. 04 64 {7 4F & 48, AMD
3600X AbBEIRFAI 32 G W INTE .

- —,—,——-—_———————————— — —— —

: CTM :
=il || A |, mER |
ar [ 1] mmm | O e |
| |
I R (R A |
AFL
& 3 CTMFuzz BAKHELE
2.1 ZRGIRRG

ARSCX R 3 3 A T HAS g . BT A 3 R A4
R84 K G B Mk 2 BT R I T . A AR AR 8
B # o fuzz” . FE RO I 10 B rh AR S A TE — E BE ML
Wil 3 WA L3 RIS R B, IR 3 R .3k
e R 3 A X 7R P RS 2R

A CAETRBIAR T P E 2 A% i, B A LE
Hi» CTMFuzz AR PR AT L3 29 A fil 2 o5, 2 2 7 s
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®3 THRBRELERIE $ K6 HITHREILER
*F He I 1Ak ok FERT B2 A ik ok FERT X H I readelf gif2png bmp2tiff gif2swi tiff2pdf
AFL 358 658 AFL 1531 129 72 33 336
Driller 338 624 Driller 1 555 164 191 97 313
CTMFuzz 7 13 CTMFuzz 2 935 779 239 390 426
13 s, UL AFL #1 Driller & 1#E BT 10 min 4 G2k % KT FAXBEXLER
245 . ASCX AFL # Driller #BWE 3 )R LL |, AFL £ Yo H T rcadelf  gif2png bmp2tiff gif2swl tiff2pd{
PR 1 SFEE 124 s, I 491 s, AR SE 2 M HE AFL 874 99 64 15 134
607 s, TRHJEA Hy 5T FH ML AR 5 50 B 78 T AT — Be 30 5 o Driller 877 108 64 15 112
BT BE bug BTN B AL S KRR, HRENLA & CTMFuzz 1110 117 67 47 256

MREPLEE R, B R AT E . Driller il & 1 4~ 25 ¥ #)
] 338 s, %8 2 M FHFE 624 s 24, Driller + 434K ¥ 3K f#
R ARHE ST, FE YR I 45 2 3 X L SR AR M B 5 I3 A 49
THHT, AT AFL, BHIE 4 T 5 mx Z it dl 2
P73 AR K AR i AR LR
2.2 EFRERFMEL

ALV readell, gil2png  bmp2till | gil2swl 28 — i ]
IR RITAG X G, R/ 4 BT WAHCE R, B AFL
M testcase PIFEARLE MPIIHHIA .

4 NABFANAR

fidsd hiz A 4

readelf 2.3 HTHEE ELF B MCHFER
gil2png 2.5.8 Bl Ak e Ak il % png
bmp2tiff  4.0.6 A i U 4k bmp £ il
gif2swi 0.9.2 B 4% X Ak gif 7% swi
ff2pdf 4.0.6 I SCPERS pdf SO R

R T AR A R AU AR SOK 23 M crash
o PUTHAR R B S SR 3 A i AR R G
TPl . AR SCIEERER 4 T AR 3 4R A %t CTMFuzz 78 52 bR
NA T IRIRIZIRAE S 5 BRI R UMY . IR S 2 WA
iR AFL #1 Driller % 5256, 2RISR AE T,
FAAR R A 0 T #6497 6 b ORIt . AR Ik i
FEEPAETE—E RE LR 03 SR8 3 R IR, 4 3 id %
3ATH crash AL RSB MF 4 L BEEE, &L
AR 5~7 PR,

RS crashHEWHER

Xt LR readelf gif2png bmp2tiff gif2swf tiff2pdf
AFL 0 16 0 0 0
Driller 0 24 0 0 0
CTMFuzz 0 57 2 47 0

crash AT T B 10 B0 J2 1 SR N 1A 280 19 o
BIRAR. GRS LRLERPE L .5 AFL A Driller 471,

CTMFuzz B8 8 & ¥ B £ #) crash, . H 7F gif2png
gif2swi iy IR )F EW R E H U . 78 bmp2dfl 1
gif2swi I, AFL 1 Driller 72 & 5 8 th &R A (g ™~ E
ik sz br o R F & crash A 24, T CTMFuzz £
bmp2tiff 1 gif2swi 43 Bl fh &% 2 4~ F1 47 4> unique crash,
T gifong B8 ¢ b, CTMFuzz fit % 57 > unique crash, [k
AFL 2 41 4>, Driller 2 33 4>, & 5 3R Hs 80 B s X
HAFE . 0 bmp B R A& SOk AL EAR Bk L
R AL BB 4 B 5 il B So RSk ot BB So i R
H s . 2P X5 A B g U e AW, JfH
B F s R AL 7 o T30 AR RS AL, 5 3O
MAESIRPE LRI RGBSR, LE S ARG
il FEALAE S AR R I T IR B IR R R T A
HEFRARAL

HEE 6~7 LA R TER A T EAERTHE B4 E
B> X B R E FHE ML T AFL H1 Driller, #5517
readelf, gif2swi I wiff2pdf B P Bz Rt b 8,
Te readelf #2 )% |-, CTMFuzz 18 B BE R 503 5 |- b AFL 1
Driller $2 4 3F 89%, 7 #1 /> X 3% L& T+ 26%. 7
gif2swi # ¢ b, CTMFuzz 7F B #7288 R B It AFL #
Driller 2 FHii 400 % , 76574y S o LR FHE T 30004,
T readell 57 AR T Xt SCHAL Oy O &2 4%, How A SCt
e G L3R B, A R R P i A BB 7 XA R
Driller AFL i 7375 S LATE 36 F Z A0 B% 4, B 5 ot A
PRy 52 2 Ao JHL 3 PR I A SC A A S L 3 BB 8 SR A 1 S
AREXT D o Driller £ 5 $UAT X 22 M A TN 2 8 2
0 o SCHE LSRR A0S W B B R IR R E E W
BRAZ . A AR GE T HL I O T T PN I A X e A Ab 2 R
FPAT AL ME B RE B8 5038 50 ial B 1) 26 B, BE S 7 o5 3
WL, H— 8 W IE s R 40742 B 08 A Al
ML RN T R, B E RS X%
J¥ crash MR )FH7 P& 42 1 e

B 4~5 & rcadelf F2 5 Il 2k i 72 B8 42 P AT A5 14 46 P
B, B 6~7 2 gif2swi 7 5 32 5 B i 42 AT 28 Ak ks )
. total paths &£ FE 7 1T B 42, current path X4 | 5%

.« 25
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1% spending paths f5 I #% 4% , pending favs R A 2 B A9 #%
% ,cycles done R IR EX .

1 600
1 400
1200

—— total paths ~ —a— spending favs
—s— current path —w— cycles done
—— pending path

1600
800
600
400
200
Q4
Feb20  Feb20  Feb20  Feb20  Feb20
04:00 0500 06:00  07.06  08:00
&l 4 readelf: AFL 4337 I 42 #¢ 3 B (6] IR 25

3000
2 500

—=— total paths
—=— current path
—— pending path

2000+ —a— spending favs
1500 —n— ¢ycles done
1 000
500
0 "
Feb 15 Feb 15 Febl15 Febl5 Febl5 Febls
07:00 08:00  09:00 10:00 11:00 12:00
K 5 readelf:CTMFuzz 43 ¥ B& #2248 R W} [E] 4R A F
600 ¢

—~— total paths
500 F —a— curre_ﬁt path
400 | ——pending path
——spending favs
300 r —s—cycles done

200
100 %
0 J/j/ "
Apr20  Apr20  Apr20  Apr20  Apr20  Apr20
09:00 10:00 11:00 12:00 13:00 14:00

B 6 gil2swl: AFL 73 3C B AR B2 I TR 25 R

400
350
300
250
200
150
100

——total paths
—=— current path
—— pending path
—a—spending favs

50 ——cycles done .
" TFeb 19 Feb19 Feb19 Febl9 Feb19 Feb 19
10:00 11:00 12:00 13:00 14:00 15:00

Bl 7 gifzswi. CTMFuzz /) 32 A2 R R I R RS

LI R F RS F B R IR TE readell 7 -
FHRAERE—HE LA AFL 7 2 h 5 i & m
T2 readell BIFNEBHEAEE R VRHERRE, T
AFL i it BEALAE 5 56 W A8 s ) T 5 B L2 1 4
X T gifzswi b, NS4 R B R AT HRMHBT R,
WRPAT AR B A WO RTE, I Hee e A BT M
BRSO AFL 3t FREBF LEEH MR, AFL &
WX AL A 4T AR R, cycles done JEIRE—E Bk EHH T
AR B MRS IREA, Driller 78 1 4] 1% 86 52 f 72 )%
B, B PR FARBCR B AS 18 1, RO = A B AR A,
FRLLHOR S 5 AFL 5 F—3.

A LE AT BT A B T CFG BE &
TAT 1 PR 0 3% 77 vk £ 4k 9 CTMFuzz &8 I8 T 5, 8
ZF AFL Al Drille ZEM 8 EAE SR AW KER.

.« 26 o

TR B A SR M/ 77 kA AR R T Fuzing & 3
crash FIHRZH B ALY AE 1 . [5] hsi 20 1 I [R] R4

3 &

ARSI RAEESRAE, EREFEE
F P 9 o] R AR SCER D — ol B T 4 R G A0 B T P R &
RO Ty i, R SE AR A 22455 CTMFuzz, 5 EE B M
U 401 A A B AT B 5 o S AT AT o R T A
ARBURR T ST SRR TH AT B AR 15 B RN BRSO B B AR LR
FE W P 5 L vk AR e 3R W A B EE R 1R BB — B
S AT G 5 a5 TE AR 5 AR R T R R A S AT
X R PAT 23 3R AR B O m AT, R B R U
X B F AT BR AR b 2 TR A R MR . S A AT
SPAT MG & I T B K, ASCRARER
BRI B A 3 0 O EE AR AT BOR T M L 9 T I [E] TT
B s R Y] CTMFuzz 72 & B crash §8 Jy FlR
P RAREE S EELT AFL # Driller, fH2 M T Angr &
TS ATHESR , HOR AR e M A7 7R B A2 IR e i . R
XA AR RRA GIE AR A B RBOR
fe M B4R
A SO SR BT R B AR T HEAT 0, [ I 45 5 SO A
Fe A A BB 08 E 1 R AR )y o — 25 U A
g b TR R SIS B A I 4 5 5 A BB BE K LV
TR BON AR
S % ik
(1] EwE, BXEEH, A8, & ZRBRFIREIRENZ
HR AR A3k, 2020, 41(4): 37-40.
(2] |y, RWE, BIR, 5% R0 E L0 2500
e SR BIT]. B I E R, 2020, 39(6):
27-31.
(3] T, #A6fh, s I asiblRr®mEs
BR(T]. ESh Pl B AR . 2016,35(7) :1-4,
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