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Design and implementation of a smart door lock system based on
voiceprint recognition
Zhu Linlin®

(1.Shanghai Film Special Effects Engineering Technology Research Center, Shanghai Film Academy,
Shanghai University, Shanghai 200072, China;

Wang Tao' Wang Guozhong®
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Abstract; As the existing fingerprint locks and face locks on the market, there is still a lack of a mature voice lock, and
a smart voice lock system that uses the difference between different speaker voices to identify the unlocked person is
designed and implemented. The system uses the smart phone as the client platform, collects the user’s voice, uploads
it to the cloud server, and uses the voiceprint recognition technology to identify the user identity. When the user passes
the identity authentication, the system sends the unlock signal to the NodeMCU which is the door lock end of the
hardware platform through wireless network communication, thereby realizing the unlocking operation. In addition, the
system uses the web page to display the server background, which enables the administrator to remotely manage and

monitor the system. The experimental results show that the door lock system has a recognition accuracy of about 90% ,

and the error acceptance rate is very low, which fully proves the safety and stability of the system.

Keywords: smart door lock; voiceprint recognition; smart phone; NodeMCU; network communication

Ell
B R — B ARG N R4t 2 i R L B AR T L
HRMEEOR B W B L B Ak 2 oo, iR R
AR BILARC AT« 1) I DA 1Y bS5 B0 %6 A B O T A 3 BT LU
BOH DL 8 SO NG B A A b aT DU Y B e
EAEBUEHIEAR TRV —Z 2R HTe T 2 Wi m T E R
BREALT . RS A B X 2 TR A W R AE 1Y
BRET BB S O s SR AR R B A AN U R T
FH P I B R AR UG [ Rt B S T PR R 3 2 T A R Y

[

W H H 9 :2018-08-23

£

=3
Ci

o Al 4 20 N — R AR KRR B — Bl A U 4R
AES o P ORI AR SCRAR A UL T AN A 2 il o %
TN R EReE SR 1 Ty GBI A AT NS (N (T EUR i
HT T A N H i — T8 — 1 75 BURFAE | AR X B4 sl
Dhi 7 LA 7S SR B AR — BN T B O A GIE S
A S A SO R 5 T84S & Bt IR AR ok
TSGR R RE T BT A TR SOR B R U 2R T
B AR e fioh RIS 1R 0 R A S5 1 i B 5% Y B 5
EDRNE T

B

« 107 -



42 % woF o

T # K

1 REFROME BMERT

T HEEOUN RGNS R G aE b R
M BETF-HLuh AT 75 8O M, R IF IR, AT R gl
WE. &G AT LA PC i dEATHR R, 99 P 0 o 3, 4
FRA AL DR T BEEIE 5. #E H Pl i a0l
B, 0 ORI {5, SEBLAT T 35, S T X g
TR XTI R G RN 1 TR .

(;\ %@»
%‘ﬂﬁpo%‘ﬂﬂk M =S
AR

A i | Nodemcul 18t
A
5
Ll

(;\
R BahFHL

B TR SO B R R T R S HE R

M ERGELL K R SO B AR G O 4 D
o3 D R T BAE 35 A7 R B e % 3 B RE FHLF 65
e & 0T A 6 A F-HLE T 7 6 P 60 17 B AR 4 B 45 A
i 5 2) A 4 ER G R FH Web 9 0 o 52 B, 45 B 6% T LA
T 3o P S 5 O T O B A B 4L A AR
TFITE 35 3 3) 2 M 55 4% i » MR 55 2 42 7 75 S0 Bk 2
BEFE SR O R P s IR L A IR 55 2R IR B AT R GG
MR 55 T o B (RO PR 48 A 4 10 B o0 s 9 5 4D 1) 8
Uit 23X R T B NodeMCU , A8 Ji 2§ B B A1 A % 7] Bl 41
A, Ho NodeMCU Pty WiFi #iHe, 3 i TCP/IP 4 AR 1f
55 25 55 i s R AT SO0 E A S BN 1) B A o

2 RGREHIEIT

RGN R R A ] B, 1) AR R
TCER A (AL, L YR P e AR B B L A1 el P 66 2 A %) P R T
B . RS anE 2 Brs .

FEECRH B

[ 3

+ 108 -

&l 2

RGRE L)

I 1A 14 45 1 B HR R A NodeMCU 1] 45 i [ 4
NodeMCU J& — He I 5 1 9 16 X JF & A, 2 8 T — B st
F ESP8266 fy Wiki fi5t, J¥ % i & i F A Lua 155
1 Arduino IDE, fEZ5# I BA — N E M E#EA USB H
H L it USB O A4 XL T FTDI ) USB #% & 1
kI g AR ASE . FE K R G0 P B ESP8266
WL 1 8 B AL A5 3K {8 0] S 348 A ) 468 9 il s IR 55
VBB T LA T RO E A . R B G S &t s
Hrab B AL NodeMCU 1 GPIO H i H i i R L

HLRE T T4k FH I J2 ZUCON 24 &) A4 7= i AL R 303 W
P 1) 0 L R L G P O R AR A L 4k AR AR R L A B Y
MEHL S | A5 SRR HL AR A5 X 220 VR LR R R L 3K B
T 1) 400 1 451 Sy AFR R . NodeMCU i H 1 135 1% Fi -5 5
0 B Gk i 25 A, R ST A s I T A e Y 3
HLRG T BB RSN, TAE A E RIS 1, 17156 %
217156 . HE B AR R B A8 T T A YR A VR BT R IR A Y B
K BRTF TR A RO B B 1 B T )5 2 @ shb) e [ 5@ ik
LTk,

3 RGRHRITEFLIRMNER

3.1 REHREGEIT
RGBT o R TR 4y — R4 R i, o —
A TE T HRAE . AREHE B AR 3 BTR .

R G AFAE A



E A F. —AATAERMNGFRNBEZARITS EA

5 3

P ENRERMT .

DA A RS B

D) FF XA —TF T8 2 W ZHRIF 117 ik T M %
FOSBUEE A4 S UGS TCP P L AZ 8] = 55 4 5

3) X T AT U 2L 45 3 0 T Ry A A gAY,
FEANTE BB P, [6) K P R A A5 S AR 55 o B030E e
B IE R

OEILO G G E T PC 3 B 5] L XS P 0 7 WY I
HEAT O A o AR A A P R B i P R T
Y A5 W) o BT A R A R L R I

TR BT

IR S

) FHE VM AEE I

3)XFFF I I484 AT BOR A 5 R b i 75 SO AL AT
VETRE KR 03 2 R 55 080 P vh 1 P 90 3 R AT L X 5

O HETEBOR BN RAFAE T P = WMBRAVE T P o i
W P JT SR AR R T IR 55 3 1) 1] Bl 2 36 T 148 4L OF
BT BC AP AR L SR R Rz P R,
IR MC RN
3.2 mYURREE

AR AR 2T Mel 502 B 5% R 0 (Mel-
frequency cepstral coefficients, MFCC) %5 1iF £ 5 #i 1R & 45
A (Gaussian mixture model, GMM) [ 75 Z0iR B &k .

MFCC 275 & 0 B TR 1% 1Y 3R B T AR e MR
R BT G L PE R L AR e . B SR R S
MFCC 2 i e ™2 AR IR 2 —, [, e W) iz A F
AN AU . MFCC FRAE4R BUGS R I 4 T

S

N, BN mem FFT BV
R AE Mel 3§ ]
log e

MFCC +— pD(CT gL

K4 MFCC #2 B 2

1) JB 46 5 1647 T00m 5 L 43 RN g 4 T Ak 2 5
1B S EERES 2 G0 ;

DX — AN AE S o o) A7 P A kAR e
(FET) A3 )X W i 26 00015 Xa (k)

3K Xa G W77 . A5 B B iR 0E X (k) 5

DB R X k) it Mel 383 A8 41 98 17 3E
o P U U A 2 P B SRV BB o

SYNF m, FEAT B 4% 5% A% # (discrete cosine transform,
DCT)#5 5] MFCC, 28 # 2 ] i 1k 4

M  — 0.5
C, = 2 nllcos[%}’n:lvzv“"L D
—1

K C, FRiyE MFCC 1 2% L 8 MFCC 1y B 4.

SRR, HE RO R, RGN RE A 2l
AR RGNS I BE R IO, P9I 52 B o

s R 12~ 16 B 145 Z 208 vl DLk B4R & A9 1503
RO

1o TR A A AR T U T R h RR G B T 2 BE AR
I & 1Y Reynolds 558 F 1995 4F42 Y, B & —DRE
4 3 52 e T IR R AR Y L % AR TR 22 A T T o A B R R
B A AR R AR R R R S B A E . &
Wil A RTALE B AT S0 b A R — A AL, 3
TR TR A B8 A SO B0 AT R4 S 2 B B R R
B .

D YIZR B B 36 T RS 2] 1) MECC R 1E S50, R R
WIZ S BN GBI 55 0 @ R A B, s R A
PR

2) U B B A SO SR 1 T B9 R SO B IR AR A B 5 T
TR o RPRFUB A SRR S48, 58 0 5 e TR A R A
JE ARG FE 388 Ao T S A 3 () AR A PR LD A AE R 0 R M
FH AR AR B0 o D) e SR R R A R AR SO T A R
G5 B T IF SR PR 85, BT L 2380 8 — A B A of 0 U 15 R 1)
NI A SR AT Y P v () B — A N, 3 BLAT DR R & S5
J5 i W A T I {E 0 A B

&7

B Ay

5 R guR

4 RENLS52H

YER N B O T B0 B R G0 O B HAIG
HAE IR R E R E R ML LT &, WX T 2R HEIRE,
Ay AR 2 R (FAR) fl 45 R E 46 % (FRR) ,FAR &5

FRR A& 58I F .
~ NFA ,
FAR 7NIRA><IOOA 2)
~ NFR ,
FRR = NGRA X 100% (3

s NIRA Rl NGRA Jp 51 52 AR % Fa 6 1 7 o3 ) 2%
B SR EG NFA FINFR G35 02 55 02 1 52 A B DR FE 4 1Y

FAR Hl FRR PR ER R S T 7 S0 BRSP4 T7
THT PR 5P - FAR GBI B8 #9452 1 ] RE RS AG , RAE Y
Bk R s PRGBS L & 35 TP i 2 0 268 1) W] g
PR . 2R GER Ty R R P R 6 i . BRARURS 20 F X
PEAFE R R 00 RGE I (HIEBR b3 > 1% 4 2
ME PGB — DR R AR T S B — D RE LT,
AL S I L A R B AR R RN B R B — A

+ 109 -



42 % woF o

T # K

BRI K ST, W R & g8 R,
FAR I FRR 3% F 345 4% .

ORI TR S T FHL APP 217 R & IR 5
TEF R ORI R 45 i 6 B . SRJE BeBL 10 452
BES SR — T T 4 . e AR — K.
% FRR 5 FAR W35 #8573 S50 MR 45 R 3k 1 frow .

RGN A EHARE

BRENHTLITHIL R BRI RITHR R BEHTLIEHLR
likG8: L0 1G8: L0 )

AMOS: SHFA RYIOS: WA

WKE RERE RERSEIMR0  AKE “RERE RERGIRIIOS

TP FERINAE!

AHFH
BERE BERE
(a) & P i
BrnE
whom o mes wmm o woee
=
- — - o - PRAME

a
a - - - m
a - Ea
o @@
a mm
a oo
a
|

(b) PC P4 T % B 3

al

e

(c) [T
K6 mMellaizasgs

®1 FYNHRZIRIWMKER

el Blfe B2 B3 Bike
TE A PR KR 8 9 9 9
DRI B 2 1 1 1
NFA 1 0 1 0
NFR 1 1 0 1
FAR/% 0.22 0 0.22 0
FRR/% 2 2 0 2

+ 110 -

SCEHTL 10 NP BN EMNA S Bl rlhs
SN 50 AP e, 5 B b, RS AR AR 1 A Fr
WHIATE R B ASE 8 NIRA = 5 X (10 — 1) X 10 =
450, NGRA = 50,

M1 EARE LUE 5 80T R G R I OB B
1K A5 TR FE 40 SR A X R R B R AR TE T SR Z M . AR IR
B2 R W R GE W A v T A R HE Aa R P i
BT I S A Y LR NS B8 O A3 A BT % 8T
BIRGE AP RE R, REN LR

0 S B0 o R TP U AR R Y o L R e 5 OE R
HE WA LRI ZIE S WA D BT AR R
P o FR I A AT RN, A5 R TR0 T RE R R SRR MR S B 1R
J5 S5 v L AE T AL B B 4k 2 ki BRI R S ) T
o WnAE S e At B v, X S SR (voice activity
detection, VAD) M H{if >R FH i J2& 58 T 68 A 0 5 3 iX 7
X LY 5 AU AT AR o B R M R A Y K
Bt 2% % (long-term spectral divergence, LTSD)M™ i % #6
M5k,

5 % i

ARSI X RE 1D A ST Y IR N K R T oK AT A
Br it T —ERFHREORMNERITB RS . IR HR
GhPRVE I B T HL% 7 0w, B BT Web 4R 1) PC 45 21
iy BB G5 G A SUR B R 1Y = IRk &5 A i, e BT
NodeMCU FF & i 1) 1) 8 i , 388 525 TC 4% 0 246 38 175 F AR L A4
T—ERBENBIRAT EAR R T T A SRR
gt ik, RGP ERR RIF, L2 5. AL
B 75 BT LAz g T A 2 By 4
S % Xk
(1] sRJP e T s #4015 i, 2015(2) : 10.
(2] BEFEF.HRUE —MEFSICRNNNIEARZRRER
WICL hEPUFR%SESRFALLERSE T
VY J 4 AL & I R 2 B (NCMMSC? 2017) ,

2017 :4.

[3] & A SURBI ARG KM AN T D] M /R B I IR
BT R2%,2014.

(4] ZEU9E. UL AR SR A L BT FE LD A M« Wi TR
2£,2017.

[5] SUKHWAL A, KUMAR M. Comparative study
between different classifiers based speaker recognition
system using MFCC for noisy environment [ C J.
International Conference on Green Computing &
Internet of Things, IEEE, 2016 955-960.

(6]  BTHE T 8 e 18 F S (D1 ¥ mg « L
K2 .2017.

(7] s@iSc.—Fh3E T NodeMCU M e il R4 [J]. 8
THARGHAF T 2018(10) : 100.



I A F AEATALRAMNGER

IR NG 5 3

(8]

(9]

[10]

[11]

[12]

[13]

[14]

ST, /N 7L R, LT MECC /Y 15 ¥ 1% I
AELRIAF 5 [T ). By I & 5 4045 52 4 2017, 31(3)
448-453.

SUH PN, BV 3T MFCC 1.0 75 5 5 B fiF 42
BCRRANBEFE L) ] o T I R, 2018,41(2) 1 1-5.
B A . B B 52 5L 45 IS R T MFCC &%
PR B E (T3 ML TR 5 R8T, 2014, 50 (7).
217-220.

JAPE, 2Ry, 22, AR A MECC FR1E S 80 H F
W BRI L) 3 S P05 #2013, 21(7)
1966-1968,1986.

M WT . JE i, A2V, % GMM-UBM 3 #3531 4% AR 76 ¢
LR g L) I & 4R, 2015, 38(8)
82-84.

P4 HE PR B GMM SCAR TG 56 19 U 3 IR B R S B
FE[J] A ML TR 5% . 2010,46(11) :179-182,195.
I RIS LT GMM B ULE AR B AR B gE )]
BHL TR SN, 2011,47(11) : 114-117.

(157 skaE#r. A 33 80R M I ie M A L (D] K% . K%
HT K 2£,2009.

[16] Ji 40 2T MFCC #¢AE A1 GMM #8851 f) 138 3% A 3351
RGEWE[D]. 2 M 22 M BT R A%, 2013,

[17] RAMIREZ J, SEGURA ] C, BENITEZ C, et al
Efficient voice activity detection algorithms using long-
term speech information[ J]. Speech Communication,
2004, 42(3):271-287.

EEE N

&%

EF LW A EBEAS T WO R AR B BE R
SAE R

E-mail : wangtao_sss(@163.com

¥
[ITE:N

FEE A R, EEE 1 E U g A
AVS, =Ml 4. 3T AVS F#1 DTMB (% 3 E 7% 55 5 Hb
MRS 3DTV %%,

E-mail: Wanggz@shu.edu.cn

SRBRBR AT SR . BT 7 1) RHR AL B HLAR 27T

E-mail: 2528636507 @qq.com

« 111 »



